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ABSTRACT

Relevance. Security operations centers receive more alerts than analysts can review, many of them false positives. The
purpose of the article is to develop and experimentally evaluate a hybrid architecture for cyber event routing that combines rules,
machine learning, large language models and analyst validation. Tasks: to formalize a selective routing policy for these components
and to compare the architecture with each component used alone. Methods. A rule-based gate resolves events with high or low rule
scores; the remaining events are scored by a one-class support vector machine; a language model is consulted only for events near the
decision threshold within an invocation budget; disagreements between layers are escalated to an analyst (simulated in the
experiments). Scientific novelty. The invocation of each costly component is defined by explicit thresholds, an uncertainty band, a
language model budget and analyst capacity, which makes the cost of intelligent processing controllable. Practical significance. The
routing policy can serve as a configurable filtering stage in security operations centers. Results. On kernel process events and
distributed file system logs, the architecture matched the best standalone detector on each dataset, although the best detector differed
between the datasets (rules for kernel events, machine learning for file system logs). Letting the language model decide on uncertain
log sessions significantly lowered the F1-score, while the language model alone performed well on kernel events but poorly on file
system logs. Conclusions. No statistically significant gain over the best standalone detector was observed; on these data, the
language model should support analysts rather than override the other layers.
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INTRODUCTION noise or false positives that delay the detection of
real incidents.

As a result, analysts in Security Operations
Centers (SOCs) are overloaded with alerts, which
slows incident response, increases investigation time
and raises the risk of missing critical threats. This
creates a need to automate the filtering, prioritization
and contextual analysis of cyber events.

Rule-based systems remain an essential part of
cybersecurity due to their speed, deterministic
decisions and simple enforcement of security

Digital transformation and the growth of
network infrastructures have sharply increased the
number of cyber events, security logs and alerts
generated by information systems, security
information and event management (SIEM)
platforms, network sensors and monitoring tools. In
critical infrastructure, banking and governmental
systems, this volume may reach millions of records
per day, and a substantial part of these events is

© Khalygov A., Shkolnikov V., Dmytriyeva O. policies, and they are effective against known
Lysov B., Huskova V., Tishkov M., 2026 attacks formalized as IF-THEN rules. However,

they adapt poorly to new threats, are difficult to
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scale as the number of rules grows, and are
ineffective against zero-day attacks, multi-stage
scenarios and behavioral anomalies. Machine
learning (ML) models enable anomaly detection, and
large language models (LLMs) can explain
incidents, generate recommendations and assist SOC
analysts, but both involve high computational costs,
latency, limited interpretability, dependence on data
quality and, for LLMs, the risk of hallucinations.

A hybrid architecture can combine these
strengths through multi-level filtering: a rule-based
gate performs fast initial routing, ML modules assess
behavioral risk, and LLM components provide
context for complex incidents. The purpose of this
paper is to develop and experimentally evaluate a
hybrid architecture for cyber event routing and
filtering that combines rule-based mechanisms, ML,
LLMs and Human-in-the-Loop validation, with
explicit control over when each costly component is
invoked in SOC/SIEM environments.

LITERATURE REVIEW AND PROBLEM
STATEMENT

Modern cybersecurity systems employ a wide
range of approaches for cyber threat monitoring,
detection, and response, including SIEM platforms,
IDS/IPS systems, SOAR solutions, rule-based event
analysis mechanisms, anomaly detection methods,
and Al-driven SOC support systems [1], [3], [5].
[19], [20], [22]. In recent years, considerable
attention has also been devoted to the use of LLMs
for cyber event analysis, explanation generation, and
response automation [6], [11], [15].

SIEM systems provide centralized collection,
aggregation, and correlation of security events;
however, they often generate a large number of
alerts and false positives, which overload SOC
analysts  [5], [14]. Security  Orchestration,

Automation and Response (SOAR) platforms
automate incident response and orchestration
processes, although their effectiveness largely

depends on the quality of predefined playbooks and
integrations [20]. IDS/IPS systems are effective in
detecting known signature-based attacks but have
limited capabilities for identifying novel and zero-
day threats [19].

Rule-based approaches offer high processing
speed, transparency, and ease of implementation, yet
they demonstrate limited adaptability to emerging
threats and complex behavioral anomalies [16]. In
contrast, machine learning methods enable the
detection of anomalous behavior and hidden patterns
using statistical models and neural networks, but
they require substantial computational resources and

are affected by the data drift problem [1], [2], [4],
(71, [8]. [21].

A promising direction is the development of
Al-based SOC solutions, where artificial intelligence
methods are applied to threat prioritization, risk
assessment, and decision support [14], [22]. LLMs
play a particular role by providing contextual
analysis of security logs, threat intelligence data, and
incident reports, as well as generating explanations
and response recommendations [6], [12], [15].
Nevertheless, their use is associated with high
computational costs, processing latency, and the risk
of hallucinations [10].

The analysis shows that none of the reviewed
approaches alone is sufficiently effective for high-
volume SOC/SIEM environments. This calls for
hybrid architectures that combine the speed and
determinism of rule-based mechanisms, the
adaptability of ML models, and the contextual
capabilities of LLMs for multi-level cyber event
filtering.

Table 1. Comparative characteristics of existing

approaches

Approach Advantages Limitations

SIEM Centralized Large number of
monitoring, event  |alerts, high false-
aggregation, data positive rate, SOC
correlation analyst overload

SOAR Automated incident |Dependence on
response, predefined playbooks
orchestration and integrations
workflows, tool
integration

IDS/IPS  |Rapid detection of  |Limited adaptability to
known attacks, real- |novel and zero-day
time threat detection |attacks

Rule- Decision Inability to detect

Based transparency, high  |complex behavioral

Detection |processing speed,  |anomalies
compliance support

Anomaly |Detection of High computational

Detection / |anomalous behavior, |costs, data drift,

ML behavioral analysis [limited interpretability

Al-based |Intelligent threat Explainability

SOC prioritization and challenges and
automated analysis |dependence on data

quality

LLM for|Contextual analysis, |Hallucinations, high

Cybersecur |generation of latency, and

ity explanations and significant
recommendations  [computational

resource requirements

Source: compiled by the authors
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In modern SOC/SIEM environments,
cybersecurity systems process large volumes of
heterogeneous events originating from network
sensors, authentication systems, IDS/IPS solutions,
endpoint protection platforms, operating system
logs, and other telemetry sources. Cyber event
streams are characterized by high velocity,
heterogeneous data structures, and significant levels
of noise, which complicate the timely detection of
critical incidents and increase the workload of SOC
analysts. Let the system event stream be represented
as a set:

E={e;,e5,...en} @

where e; is an individual cyber event, and n is the
number of events in the stream. Each cyber event
may contain a set of characteristics describing
network activity, user authentication parameters,
behavioral features, temporal dependencies, and
contextual attributes. In addition, events may include
textual security log messages, information about
system processes, nhetwork interactions, and
indicators of compromise obtained from threat
intelligence sources. The main task of the proposed
system is the intelligent filtering, routing, and
prioritization of cyber events using a hybrid
orchestration architecture that combines rule-based
mechanisms, ML-based anomaly detection modules,
and LLM-based contextual analysis components.

For each event g;, it is necessary to determine
the optimal processing route:

R(ej) — {Rule, ML, LLM, Monitor} (2)

where Rule denotes processing by a rule-based
mechanism; ML denotes forwarding an event to the
anomaly detection module; LLM represents
contextual analysis using a Large Language Model,
and Monitor corresponds to event logging and
passive monitoring.

Event routing is performed based on the
following factors:

— the rule-based score;

— the anomaly score;

— the preliminary risk and its distance from the
decision threshold (uncertainty band);

—the LLM invocation budget;

— disagreement between the rule-based and ML
layers.

To assess the criticality of cyber events, the
system introduces an integrated risk indicator:

RE€i)=a Se +B-Smi +7 Scontext  (3)

where S, is the score generated by the rule-based
mechanism, S_, is the anomaly score produced by

the ML model, S is the contextual

generated by the LLM module, and «,p,yare
weighting  coefficients that determine the
contribution of each component to the overall risk
assessment. The rule-based score is calculated using
predefined security policies, IOC matching results,
and security threshold violations. The ML anomaly
score reflects the degree of abnormality in user
behavior, process execution, or network activity
based on behavioral indicators and statistical
characteristics. The contextual LLM score represents
the contextual severity of an event derived from the
analysis of incident descriptions, security logs, and
threat intelligence feeds.

The event assessment and routing process can
be represented as a multi-layer function:

F (E) = Detection(i) +
+ RiskAssessment(i) + (4)
+ Routing (i) + Rsponse(i)

score

context

where Detection(i) denotes the detection of
suspicious or anomalous events, RiskAssessnent(i)
represents risk evaluation, Routing(i) determines
the optimal processing module, and Rsponsgi)

corresponds to recommendation generation or
automated response actions.

The objective is to detect cyber incidents in a
timely manner while keeping the cost of intelligent
processing under control. Let 6 = (6H, 6L, o) denote
the routing parameters (Egs. (12)-(13)), B the
maximum share of events forwarded to the LLM,
and K the number of events per 1,000 that an analyst
can review. The task is to find 6 that maximizes the
F1-score on validation data, provided that the shares
of events processed by the LLM and by the analyst
do not exceed B and K/1,000. False positives are
thus reflected in the F1-score, while computational
cost and analyst workload are bounded explicitly
(Eq. (16)).

At the same time, the system should provide:

— adaptability to emerging attack types;

— system scalability;

— decision explainability;

— real-time event processing capabilities;

— effective integration with SIEM and SOAR
platforms.

The research problem is to develop a hybrid
intelligent architecture for cyber event routing and
filtering that combines the processing speed of rule-
based systems, the adaptability of ML models, and
the contextual capabilities of LLMs to improve the
effectiveness of modern SOC/SIEM environments.
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RESEARCH AIM AND OBJECTIVES

The aim of this research is to develop a hybrid
architecture for intelligent cyber event routing and
filtering that combines rule-based mechanisms,
machine learning models, LLMs and Human-in-the-
Loop (HITL) validation under an explicit selective
routing policy, and to verify experimentally whether
such an architecture achieves detection quality at
least equal to the best standalone component while
keeping the use of resource-intensive components
and the analyst workload under control.

To achieve this aim, the following objectives
are set:

1. To analyze existing approaches to cyber
event monitoring, detection, prioritization and
response in  SOC/SIEM environments (SIEM,
SOAR, IDS/IPS, rule-based systems, ML methods
and LLM-based solutions) and to identify their
limitations ~ with  respect to  adaptability,
explainability, computational cost and false-positive
rate.

2. To develop a hybrid architecture that
integrates rule-based filtering, ML-based anomaly
detection, LLM-based contextual analysis and HITL
validation, and to formalize the selective routing
policy: the thresholds of the Rule-Based Gate, the
uncertainty band in which the LLM is invoked, the
LLM invocation budget and the analyst capacity.

3. To evaluate the architecture experimentally
on two open datasets with different event sources
and to test the following hypotheses: (a) the hybrid
architecture matches or exceeds the detection quality
(Precision, Recall, F1-score, FPR) of the rule-based,

1. Data Collection & Normalization

ML-only and LLM-only variants evaluated under
identical conditions; (b) the routing policy limits the
share of events forwarded to the LLM and to the
analyst to the specified budget and capacity; (c)
analyst validation of escalated events reduces the
false positive rate.

4. To assess the contribution and the
computational cost of the LLM layer and to
determine, on the basis of the results, the role in
which the LLM should be used in the architecture.

MATERIALS AND METHODS

The proposed hybrid architecture for intelligent
cyber event filtering is focused on multi-level
processing of security events, taking into account
their criticality, type, context, and risk level. The
main idea of the architecture is the selective use of
rule-based mechanisms, machine learning models,
and LLM components depending on the complexity
of each event. This makes it possible to avoid
processing the entire event stream with resource-
intensive Al modules and to ensure fast filtering of
typical cases. In general, the architecture consists of
the following main layers: Data Acquisition Layer,
Rule-Based Layer, ML/LLM Layer, HITL Layer,
Decision Layer, and Update and Feedback Layer.
This structure enables the consistent organization of
data collection, initial filtering, intelligent analysis,
expert validation, decision generation, and further
improvement of rules and models.

For a visual representation of the proposed
architecture, it is appropriate to use the scheme
shown in Fig. 1.
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Fig. 1. Generalized Architecture of the Hybrid Intelligent Cyber Event Filtering System

Source: compiled by the authors
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The proposed architecture enables the
implementation of the selective Al usage principle,
in  which resource-intensive ML and LLM
components are applied not to the entire event
stream, but only to cases that require in-depth
analysis. This reduces computational costs, shortens
response time, improves decision explainability, and
decreases the workload of SOC analysts.

Rule-Based Gate. The Rule-Based Gate is the
basic layer of the proposed hybrid architecture and
performs the functions of initial filtering, routing,
and prioritization of cyber events. The main purpose
of this module is to rapidly detect known threats,
verify compliance with predefined security policies,
and reduce the load on resource-intensive ML and
LLM components by selecting only potentially
critical or ambiguous events for further analysis.
Unlike Al-oriented approaches, the Rule-Based Gate
uses deterministic decision logic based on IF-THEN
rules. This ensures system transparency, decision
explainability, and precise control over response
logic in accordance with organizational security
policies [16]. Each rule can be explicitly described,
verified, and modified by cybersecurity experts
without the need to retrain models.

One of the key advantages of the Rule-Based
Gate is its ability to process large event streams in
real time. Checking predefined conditions and
threshold values is significantly faster than ML- or
LLM-based analysis, which makes it possible to
process millions of events without substantial
computational costs. This is especially important for
SOC/SIEM environments, where delays in incident
detection may lead to critical consequences.

An important component of the Rule-Based
Gate is IOC matching, which verifies events against
known Indicators of Compromise. Such indicators
may include suspicious IP addresses, malicious
domains, hash signatures, blocklisted processes,
indicators from threat intelligence feeds, and
patterns of known attacks [19].

When a match is detected, the system can
automatically increase the event risk level or initiate
immediate response actions.

In addition to I0OC matching, the Rule-Based
Gate implements threshold policies for controlling
behavioral characteristics. These rules make it
possible to detect suspicious activity based on
predefined thresholds, such as the number of failed
login attempts, sudden increases in network traffic,
abnormal process activity, access attempts at
unusual times, or suspicious user behavior.

In general, a rule can be represented as follows:

IF condition1 AND condition2 THEN action

For example, a brute-force detection rule may
be defined as:

IF failed_logins > 10 AND time_window <=5
minutes THEN mark_event = "Suspicious"

or rule for detecting suspicious access may be
represented as:

IF new_device = true AND unusual_login_time
= true THEN send_to = ML_Module

To assess event criticality, the Rule-Based Gate
may generate an initial risk indicator:

Stule = 2 Wi - T (5)

where 1, is the result of an individual rule

evaluation, w, is the weight coefficient representing
the importance of the rule, and S is the

aggregated rule-based score.

The obtained score is subsequently used for
routing events to the ML and LLM components of
the system.

The Rule-Based Gate also plays an important
role in ensuring compliance with information
security requirements and enforcing access control
policies. The use of predefined rules enables security
policy enforcement, wuser activity auditing,
compliance with regulatory requirements, and
transparent documentation of the system's response
logic. The Rule-Based Gate acts as a fast and
controlled  orchestration layer that provides
deterministic event routing, low-latency filtering,
IOC matching, and initial risk assessment. This
approach  optimizes the utilization of Al
components, reduces the workload of SOC analysts,
and enables efficient processing of high-volume
cyber event streams.

ML-Based Anomaly Detection Module. The
ML-based anomaly detection module is one of the
key components of the proposed hybrid architecture.
It is designed to identify atypical behavior, hidden
patterns, and complex multi-stage attack scenarios
that cannot be effectively detected by traditional
rule-based mechanisms. The main tasks of this layer
include behavioral analysis, anomaly detection, and
risk scoring based on temporal dependencies, user
behavior characteristics, and system activity.

Unlike  rule-based systems based on
deterministic logic, the ML module applies
statistical and behavioral models capable of adapting
to changes in data structure and detecting atypical
scenarios even in the absence of predefined
signatures or known indicators of compromise. This
is particularly important for detecting zero-day

rule
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attacks, insider threats, privilege escalation, and
complex multi-stage cyberattacks.

The operation of the ML module is based on
behavioral analysis, within which the system forms a
behavioral profile of a user, process, or endpoint
device. For behavioral analysis and anomaly
detection, the system uses a set of temporal and
behavioral features that characterize user activity,
process behavior, and network interactions. The
main features used in the ML module are presented
in Table 2.

Table 2. Features used in the ML-based anomaly
detection module

Feature Description
Failed Number of failed login attempts within
logins a defined time interval
Unusual User login performed at an atypical
login time |time
Traffic Sudden increase in network traffic
spike volume or number of requests
Process Frequency of process launches or
frequency |system command executions
Process Level of abnormality or uncertainty in
entropy process behavior
Network Number of network connections or
connections |active sessions
count
Mean inter-|Average time interval between events
event time
Behavioral |Deviation of current behavior from the
deviation  [typical user or system profile

Source: compiled by the authors

In general, the behavioral feature vector can be
represented as:

X ={x1,%X3,..., X }» (6)

where x; denotes failed logins, x, denotes unusual
login time, x, denotes traffic spike, x, denotes
process entropy, and xs denotes other behavioral
characteristics.

To detect anomalies, the system applies
anomaly detection algorithms that estimate the
degree of deviation of current behavior from the
normal system state.

The following methods can be used in this
study:

— Isolation Forest,

— One-Class SVM,

— Autoencoder,

— LSTM Autoencoder,

— clustering-based methods,

— and statistical anomaly detection [1, 2, 4].

One promising approach is the use of
unsupervised learning, where the model is trained
only on normal behavior scenarios without requiring
complete labeling of attack events. This makes it
possible to detect new and previously unknown
types of threats without the need to construct large
labeled datasets [7], [8].

The output of the ML module is an anomaly
score, which represents an integrated indicator of the
abnormality level of an event or behavioral scenario.

In general, the anomaly score can be
represented as:

AnomalyScore = 1 —1I(1 —s;), @)

where s; is the local anomaly score of an individual
feature or event, and AnomalyScore is the integrated
abnormality level.

This approach makes it possible to account for
the accumulation of several weak anomalies that
may not individually exceed critical thresholds but
collectively form a high risk of a cyber incident.

To assess the risk level, the ML module may
also use the following function:

O Xn), (8)

where x,,...,x, denotes the same as in previous
formula and S,,, represents the anomaly score or
ML-based risk score.

Based on the obtained value, the system
determines the event risk level and forwards the
results to the Decision Support Layer or the LLM
Context Layer for further contextual analysis and
recommendation generation.

The ML module provides adaptive real-time
analysis of temporal dependencies and behavioral
patterns, enabling the detection of atypical action
sequences, anomalous user activity, suspicious
changes in network or system behavior, as well as
signs of privilege escalation or lateral movement
within the infrastructure. At the same time, the use
of ML models is associated with high computational
costs, dependence on data quality, changes in data
structure over time, and the risk of false positives.
Therefore, in the proposed architecture, the ML
module is applied selectively only to events that
cannot be clearly classified by the rule-based layer
and require in-depth behavioral analysis.

LLM Module. The LLM module, or Large
Language Model Context Layer, is a component of
the proposed hybrid architecture designed to
perform contextual analysis of complex cyber

S = f(x1, %3, ..
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events, interpret the outputs of ML modules, and
generate explanations and recommendations for
SOC analysts. A key feature of this layer is its
ability to process unstructured or semi-structured
data that are difficult to analyze using traditional
rule-based or classical ML approaches.

Unlike deterministic systems, Large Language
Models enable contextual analysis of security events
by taking into account incident descriptions, event
logs, SIEM alerts, SOC reports, threat intelligence
feeds, and other cybersecurity context sources. This
makes it possible to identify complex relationships
between events, analyze multi-stage attack
scenarios, and interpret behavioral anomalies
detected by the ML module.

One of the main tasks of the LLM module is
incident explanation, namely the generation of
explanations regarding the causes of suspicious
activity or a potential cyber incident. Based on
telemetry data, anomaly scores, and contextual
indicators, the model can generate a textual
description of an incident, identify a possible attack
type, assess its criticality level, and describe
potential consequences for the information system.

For example, based on detected behavioral
anomalies, the system may generate the following
explanation:

“Potential brute-force attack with privilege
escalation attempt detected based on repeated failed
logins, unusual access time, and abnormal process
activity.”

The use of LLMs makes it possible to transform
a set of technical events and telemetry logs into a
context understandable to SOC analysts, thereby
simplifying incident analysis and reducing response
time. Another important application of Large
Language Models is the automatic generation of
cyber incident response recommendations. Based on
the results of rule-based and behavioral analysis, the
LLM module may suggest response actions such as
blocking user accounts, isolating devices, launching
automated  response  playbooks,  performing
additional user verification, creating SOC tasks,
escalating events to CERT/CSIRT teams, or
initiating manual analyst review.

In general, the operation of the LLM module
can be represented as:

LLM yytpye = ContextAnalysis +

+Explanation + Recommendation, ©)
where ContextAnalysis denotes event context
analysis, Explanation represents the textual

explanation of the incident, and Recommendation
corresponds to the recommended response action.

An important advantage of the LLM component
is SOC assistance in processing large numbers of
incidents. The model can summarize incident
information, generate concise event descriptions,
explain the reasons for increased risk levels, and
support cyber event prioritization. In addition, the
LLM component can analyze threat intelligence data
[12] and generate response recommendations for
SOC analysts.

This approach reduces the workload of SOC
analysts and accelerates decision-making in high-
volume SOC/SIEM environments. At the same time,
the use of LLMs is associated with risks of incorrect
or incomplete explanations, inaccurate incident
prioritization, significant computational costs,
processing delays, and potential leakage of sensitive
data [10], [11]. Therefore, in the proposed
architecture, the LLM module is applied selectively
only to complex, ambiguous, or text-based cyber
events, while its outputs may be additionally
validated by a SOC analyst at the HITL layer.

HITL (Human-in-the-Loop). One of the key
features of the proposed hybrid architecture is the
use of the Human-in-the-Loop (HITL) concept,
which involves integrating a SOC analyst into the
decision-making process for critical or ambiguous
cyber events. Unlike fully automated Al systems, the
HITL approach combines the speed and scalability
of intelligent algorithms with expert assessment by a
cybersecurity specialist.

The need for HITL is determined by the fact
that even modern ML and LLM models may
generate false positives, incorrectly interpret
complex attack scenarios, or produce inaccurate
recommendations due to hallucination risks and
limited model explainability [13, 17]. In critical
environments, including SOC/SIEM  systems,
critical infrastructure facilities, banking systems, and
governmental information platforms, incorrect
automated response may lead to blocking legitimate
users, disrupting business processes, or reducing
service availability.

The main task of the HITL layer is analyst
validation, which involves verifying the outputs of
rule-based, ML, and LLM modules before critical
actions are executed. At this layer, the SOC analyst
reviews system outputs, confirms or rejects
incidents, adjusts event risk levels and priorities, and
may initiate additional analysis or approve or cancel
automated response actions.

In general, the HITL validation process can be
represented as:
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DeCiSionfinal = Aldecision + Humanvalidationr (10)
where Alg,.sion 1S the result of rule-based, ML-
based, or LLM-based analysis, Human,q;gqtion
represents the confirmation or correction of the
decision by a SOC analyst, and Decisiony;,q, is the
final system decision.

One of the most important advantages of HITL
is false positive reduction. In modern SOC
environments, a significant proportion of alerts may
be related to legitimate user activity or specific
business processes that ML models may interpret as
anomalies.

For example, the system may classify an
unusual user login as potentially compromised
access:

IF anomaly_score > threshold AND new_country = true
THEN generate_high_risk_alert

However, a SOC analyst may verify that the
user is on a business trip, after which the incident
will be classified as a false positive.

Another important function of the HITL layer is
the supervised confirmation of critical decisions. In
the proposed architecture, automated response
actions may be allowed only for low-risk or well-
known attack scenarios, whereas high-risk events
require mandatory analyst approval before
execution.

The conditions under which an event is
escalated to the analyst are formalized in Eq. (15).
Another important function of HITL is the adaptive
learning loop, which uses SOC analyst decisions to
further improve the system. The results of human
validation can be stored and used for updating rule-
based policies, retraining ML models, adjusting risk
scoring, optimizing routing logic, and improving
prompt engineering for the LLM module. In general,
the adaptive learning loop can be represented as:

Model(t + 1) = Model(t) + Analystreeapack:  (11)

where Model(t) is the current state of the model,
Analysts,eapaci represents the results of SOC analyst
validation, and Model(t + 1)denotes the updated
model. This approach enables the system to adapt to
changes in user behavior, emerging attack types, and
the specific characteristics of a particular
SOC/SIEM environment. Thus, the HITL layer
performs the functions of analyst validation, false
positive reduction, supervised confirmation, and
adaptive learning loop implementation. It ensures
the controlled and explainable use of Al components

in cyber incident monitoring and response processes.
The integration of Human-in-the-Loop increases the
reliability of the hybrid architecture, reduces the
risks of incorrect decisions, and provides a balance
between automation and expert control.

Selective routing policy. All component scores
are normalized to [0, 1]: Swe is computed by Eg. (5),
Smi by Eq. (8), and Scontext is the confidence returned
by the LLM module (Eg. 9). The route of an event e
in EQ. (2) is defined as

Route(e) = Rule,if Syye = Oy;
Monitor,If Syue < 05;
LLM,if 0, < Spye <0y AR — 0, < 6;ML,
otherwise

(12)

where 8, and 8, are the upper and lower thresholds
of the Rule-Based Gate, and R’ is the preliminary
risk computed from the deterministic and ML
components, i.e. Eq. (3) with y = 0:

I _ aSryletBSmi
R'(e) = g

(13)

An event routed to ML is labelled positive if R’ >
0z. The LLM is invoked only inside the uncertainty
band |R' — 8| < &, whose width is bounded by the
LLM invocation budget B:

1
0 = max{6’: N—Z‘e[R’(e) -6V 6,] < B},

val

(14)

so that at most a share B of validation events is
forwarded to the LLM. An event is escalated to the
analyst if the rule-based and ML layers disagree or if
it was forwarded to the LLM:

H(e) = 1[(1[Sruie = 0.5] # L[Sy Z 04D A
N\ Route(e) # Monitor] v
V 1[Route(e) = LLM],

(15)

where S,,,; is defined only for events that reached the
ML module. Escalated events are ordered by |R' —
0z and limited to K per 1,000 events (analyst

capacity). The parameters 8 = (OH,0L,a), 5 =1 —

«a, are selected on the validation subset E,,; of size
N, by solving the constrained problem

0 = argmax{6 € 6}
F1,,(6), subject to p, . (K) < B,
P 7, (6) < K/1000

(16)

where 6 is the parameter grid (see Experimental
Setup), pLLM(K) = (1/Nval)ZeEEW_l1[R0ute(e) =
LLM] is the share of events forwarded to the LLM,
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and p, . (6) is the share of events reviewed by the
analyst. The first constraint is satisfied by

construction through the choice of § in Eq. (14), and
the second through limiting the analyst queue K

events per 1,000. The thresholds @R and 64 are the
Fl-optimal thresholds of R’ and S,,; on the
validation subset.

The ML module is thus invoked only between
6, and 84, the LLM only within the budget B, and
the analyst only within the capacity K.

Algorithm 1. Selective routing of a cyber
event
Input: event e; parameters 0y, 0., Or, 04, 0, a, B, K
Output: label y, risk R, explanation, recommended
action

1: compute S_rule(e) - Eq. (5)

2. if S_rule = ©_H then

3:  y«< 1; R« S rule; route <— Rule -
ML is not invoked

4: elseif S rule<0 L then

5:  y« 0; R« S rule; route < Monitor -
event is logged

6: else

7. compute S_ml(e) - Eq. (8)

8: R« (a'S rule+p-S ml)(a+p)- Eq. (13)

9: y< 1[R">26 R]; R « R'; route «+— ML

10:  if [R” — 6_R| < & then - uncertainty
band, Eq. (14)

11: (y_LLM, S _context, explanation, action) «—
LLM(e, S_rule, S ml) - Eq. (9)

12: y«—y LLM; R « S context; route < LLM
13: if H(e) = 1 then - Eq. (15)

14: add e to the analyst queue with priority
IR" - 6_Rl|

15: analyst reviews top K queued events per 1,000: y
« decision - Eq. (10)

16: risk level «— High if y = 1; Medium if e is queued
and not yet reviewed; Low otherwise

17: return y, R, explanation, action

Algorithm 1 implements the selective Al usage
principle: the Rule-Based Gate resolves events with
high or low rule scores without invoking intelligent
components, the ML module processes only events
between 0, and 04, the LLM is called only for events
in the uncertainty band within the budget B, and the
analyst reviews only disagreements and LLM-

processed events within the capacity K. The
parameter values used in the experiments are given
in Table 3.

EXPERIMENTAL SETUP

The experimental evaluation compared the
proposed hybrid architecture with standalone rule-
based and machine learning approaches under
identical conditions and quantified how the selective
routing policy distributes events between the layers
of the architecture. All experiments were
implemented in Python 3.12 using scikit-learn 1.8,
pandas 3.0 and SciPy 1.17 and executed on a single
virtual CPU core (Intel Xeon, 2.8 GHz) with 3 GB
of RAM.

Datasets. Two open datasets [18] representing
two types of event sources were used. The BETH
dataset [23], [25] contains kernel-level process
events collected from honeypot hosts. The version
used in this study provides seven numerical fields
for each event (process, thread and parent process
identifiers, user identifier, mount namespace,
number of arguments and return value) and the
binary label sus, which marks suspicious activity.
The HDFS log dataset [9], [24] was used in the form
of its publicly available sample of 100,000 log
messages, which contains 7,940 block sessions, 313
of which are labelled as anomalous at the block
level. The log messages are parsed into 29 event
templates; each block session was represented by the
vector of template counts, and the raw message
sequence of each session was retained as textual
input for the LLM layer. The unit of evaluation was
a single event for BETH and a block session for
HDFS, and results are reported separately for each
dataset.

Data splits. For BETH, the predefined training
(763,144 events, of which 1,269 are suspicious),
validation (188,967; 786) and test (188,967;
171,459, i.e. 90.7%) subsets were used without
modification. HDFS block sessions were ordered by
the timestamp of their first message and split
chronologically into training (60%), validation
(20%) and test (20%) subsets of 4,764, 1,588 and
1,588 sessions containing 154, 68 and 91 anomalies,
respectively; the chronological split prevents
information leakage from future events. Anomaly
detectors were trained only on normal events of the
training subsets. The validation subsets were used
exclusively for selecting the ML model, thresholds
and weighting coefficients, and all reported metrics
were computed on the test subsets (Table 3).

Features. For BETH, the features from Table 2
were derived from the available fields using the
standard preprocessing for this dataset. They include
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binary indicators for a system process and a system
parent process (IDs 0-2), a system user (user 1D
below 1,000), the host mount namespace, and
negative (failed operation) and positive return
values, as well as the number of arguments. Because
this version of the dataset has no timestamps, the
temporal features from Table 2 (unusual login time
and mean inter-event time) could not be computed.
For HDFS, each session was represented by its log-
scaled template count vector.

Rule-Based Gate configuration. The rules
were defined in advance from domain knowledge
and were not fitted to the labels. For BETH, two
rules were used: R1, activity of a non-system user
(user identifier > 1,000; weight 0.6), and R2, a failed
system operation (negative return value; weight 0.4).
For HDFS, three rules were used: R1, exception or
interruption events in the block write pipeline
(weight 0.4); R2, abnormal transfer events, namely
an empty packet, a change of the block file offset or
a redundant block registration (weight 0.2); and R3,
an incomplete write pipeline, i.e. fewer received
blocks than initiated transfers or fewer block map
updates than received blocks (weight 0.4). The score
Swie Was computed by Eg. (5). IOC matching was
not applied, because neither dataset contains
indicator fields. In the rule-based only variant, an
event was classified as positive if Sye > 0rs, Where
Ors Was selected on the validation subset.

ML module configuration. Two unsupervised
detectors were considered as candidates: Isolation
Forest (200 trees, 256 samples per tree) and One-
Class SVM (RBF kernel, v = 0.01, y = scale). Each
was trained on at most 20,000 normal training
events. The candidate with the higher F1-score on
the validation subset was selected; for both datasets
this was One-Class SVM (validation F1-score 0.728
against 0.092 for Isolation Forest on BETH, and
0.750 against 0.105 on HDFS). The raw detector
output s was mapped to the anomaly score Sm =1 —
exp(—max(0, s — m)/g), where m and o are the
median and standard deviation of the outputs on
normal training events. In the ML only variant, an
event was classified as positive if Sy > 04, with 0a
selected on the validation subset.

Hybrid routing configuration. The hybrid
variant followed Egs. (12)-(16) and Algorithm 1
with the LLM budget B = 10 %. The grid ® in Eq.
(16) covered 6H € {0.6, 0.8, 1.0, >1}, OL € {0, 0.2,
0.4, 0.6} and o € {0.2, 0.4, 0.5, 0.6, 0.8} The
selected values are given in Table 3.

Human-in-the-loop simulation. Because no
SOC analysts took part in the experiments, analyst
validation was simulated. Events were escalated

according to Eq. (15) with the capacity K = 10 per
1,000 events. The simulated analyst returned the true
label with probability 1 — ¢, where ¢ € {0.05, 0.10}
models analyst error. To avoid overestimating the
human contribution, results are reported both with
and without the HITL layer.

LLM layer. The LLM layer was implemented
with the model claude-sonnet-4-6 (Anthropic),
accessed through the Anthropic Messages API from
a browser-based execution environment (claude.ai
artifact runtime) in September—October 2026, with
the reasoning effort set to low. In this environment,
the provider’s default sampling settings are applied
and the temperature cannot be fixed. For each event,
the model received the raw sequence of log
messages of the block session (HDFS) or the seven
numerical fields of the kernel event described in the
Datasets paragraph (BETH). Events were submitted
in batches of 15 HDFS sessions or 50 BETH events
per request. A fixed prompt instructed the model to
return, for each event, a binary label, a confidence in
[0, 1] used as Scontext, a short explanation and a
recommended action in JSON format. In the hybrid
variant, the prompt additionally contained Srule and
Sml, and the label returned by the LLM replaced the
decision based on R’; the weight vy in Eq. (3) was
therefore not tuned. The LLM-only variant and, for
comparison, the other variants were evaluated in a
single run on stratified samples of 300 test events
per dataset (17 anomalous HDFS sessions and 272
suspicious BETH events). The prompt, the
identifiers of the sampled events and the raw model
responses are available from the corresponding
author upon request.

Evaluation protocol. Classification quality was
assessed with Precision, Recall, Fl-score, False
Positive Rate (FPR) and ROC-AUC; ROC-AUC
was computed from the continuous scores Srye, Smi
and R’ of the respective variants. Every
configuration was run with five random seeds,
which affect the sub-sampling of training data, the
Isolation Forest and the analyst simulation, and
results are reported as mean + standard deviation.
Differences between the hybrid architecture and the
best standalone variant were tested with McNemar’s
test (a = 0.05), and 95 % confidence intervals of the
F1-score were estimated by bootstrap resampling of
the test subset (1,000 resamples). Latency was
measured as the wall-clock time of processing a
single event on 2,000 test events, and the median
and the 95th percentile are reported.
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Table 3. Experimental datasets and
selected parameters

(Precision 0.982, Recall 0.604). The hybrid
architecture routed 98.7 % of sessions through the

ML module and reproduced the ML result (F1-score
P t BETH HDF - N
_rarameter S 0.748,95 % CI 0.667-0.821). Simulated validation of
Unit of evaluation | Kernel event |Block session 0.9 % of sessions by an analyst eliminated the
Training/ 763,144 / 4,764 /1,588 / remaining false positives (FPR 0.000) at the cost of
validation / test 188,967 / 1,588 a small decrease in Recall (0.596 at ¢ = 0.05 and
size 188,967 0.589 at &€ = 0.10). McNemar’s test found no
Positive events in | 171,459 91 (5.7%) discordant  predictions  between the hybrid
test subset (90.7%) architecture and the best standalone variant on either
Normal events for | 20,000 4,610 dataset (p = 1.0).
ML training (sampled) Table 4. Comparison of cyber event processing
Rules (weights)  |R10.6;R2  |R10.4; R2 variants on the test subsets
0.4 0.2; R30.4 Metric Rule- |ML Hybrid |Hybrid +
Ors (rule-based 0.6 0.2 Based HITL (e =
only) 0.05)
ML model One-Class | One-Class BETH
SVM SVM Precision 1.000 |0.998 (1.000 (1.000
0a (ML only) 0.991-0.996 |0.999 Recall 0.941 [0.744* 10.941 |0.941
On / OL 0.6/0.6 06/0 Fl1-score 0.969 [0.788* [0.969 |0.969
a/p 0.2/0.8 0.2/0.8 FPR 0.000 {0.004 (0.000 |0.000
Or — (no events [0.80 ROC-AUC |0.970 [0.962 [0.970 |0.970
reach ML) HDFS
LLM budgetB/ |10%/0%  |10%/2.3% Precision [1.000 [0.982 [0.982 [1.000
Eﬁ?i’ Share_t o [Recall 0.462 |0.604 |0.604 |0.596
capacity per 1, per 1,
events events F1-score 0.632 |0.748 |0.748 |(0.747
Source: compiled by the authors FPR 0.000 0.001 0.001 0.000
RESEARCH RESULTS ROC-AUC |0.731 [0.808 [0.808 |0.808

Table 4 reports the results on the test subsets.
On BETH, the Rule-Based Gate alone achieved a
Precision of 1.000, a Recall of 0.941 and an F1-
score of 0.969 without false positives. This result is
largely explained by the structure of the sus label:
every event generated by a non-system user is
labelled as suspicious, so rule R1 captures most
positive events. One-Class SVM reached a ROC-
AUC of 0.962, but its thresholded performance was
unstable across runs (Fl-score 0.788 = 0.375),
because its threshold was selected on a validation
subset with only 0.4 % positive events. The hybrid
architecture reproduced the rule-based result. The
grid search selected 6. = 64 = 0.6, so 85.3 % of the
test events were labelled High by the gate, the
remaining 14.7% were logged, and no event reached
the ML, LLM or HITL layers (Table 5).

On HDFS, the rules detected only 46.2 % of
anomalous sessions (F1-score 0.632), because most
anomalies are not accompanied by exception events.
The ML only variant achieved an F1-score of 0.748

Means over five runs; standard deviations do not exceed
0.01, except * (Recall + 0.382, F1-score + 0.375)

Source: compiled by the authors

Without the LLM layer, the per-event processing
time was below 5 ms for all variants (Table 5). The
median latency of rule evaluation was 0.33 ms for
BETH and 2.48 ms for HDFS, where the rules are
evaluated over a whole session and ML scoring took
0.18 and 0.17 ms, respectively. The mean latency of
the hybrid architecture was 0.36 ms and 3.07 ms.
With the LLM layer, the mean latency of the hybrid
architecture on HDFS rose to about 32 ms, because
2.3% of the sessions required an LLM call.

Table 6 reports the results of the LLM layer. On
HDFS, 37 sessions (2.3 %) fell into the uncertainty
band; 36 of them were anomalous, and the hybrid
architecture without the LLM classified 35 of them
correctly. The LLM overturned ten of these correct
decisions and corrected one error, so adding the
LLM layer reduced Recall from 0.604 to 0.505 and
the Fl-score from 0.748 to 0.667 on the full test

658 Computer engineering and cybersecurity

ISSN 2617-4316 (Print)
ISSN 2663-7723 (Online)



Khalygov A. A., Shkolnikov V. 1., Dmytriyeva O. A., Lysov B. S., Huskova V. H., Tishkov M. O.
Applied Aspects of Information Technology. 2026; VVol.9 No.4: 648-664

/

Table 5. Routing of test events and
processing latency

Table 6. Results of the LLM Layer and of the
LLM-Only Variant

Variant Precision | Recall | F1- FPR
score
HDFS, full test subset (1,588 sessions)

Hybrid 0.982 0.604 |0.748 [0.001
without LLM
Hybrid + 0.979 0.505 |0.667 [0.001
LLM

HDFS, sample (300 sessions, 17 anomalous)
Rule-Based |1.000 0.235 |0.381 {0.000
ML 1.000 0.588 |0.741 {0.000
Hybrid 1.000 0.588 |0.741 {0.000
LLM only 0.070 0.294 |0.114 |0.233

BETH, sample (300 events, 272 suspicious)
Rule-Based |1.000 0.952 |0.976 [0.000
ML 0.996 0.919 |0.956 |0.036
Hybrid 1.000 0.952 |0.976 [0.000
LLM only 1.000 0.912 |0.954 (0.000

Indicator BETH HDFS
Labelled High by Rule-| 85.3% 1.3%
Based Gate
Logged without further| 14.7 % 0.0 %
analysis
Processed by ML module 0.0 % 98.7 %
Forwarded to LLM layer 0.0 % 2.3%
Escalated to analyst 0.0 % 0.9 %
Rule evaluation latency,| 0.33/0.51 |2.48/4.16
median / p95, ms
ML  scoring latency,| 0.18/0.64 (0.17/0.30
median / p95, ms
Hybrid mean latency 0.36 3.07
without LLM, ms
LLM time per event,| 0.76/0.79 |1.27/2.14
median / p95, s (LLM-

only)
Hybrid mean latency with 0.36 32.3
LLM, ms

Source: compiled by the authors

subset; the difference is significant by McNemar’s
test (p = 0.012). In the LLM-only variant, the LLM
reached an F1-score of 0.114 on the HDFS sample
(Precision 0.070, FPR 0.233, ROC-AUC 0.673), far
below the ML module (0.741), whereas on the
BETH sample it reached 0.954 (Precision 1.000,
Recall 0.912, ROC-AUC 0.979), close to the rule-
based variant (0.976). The median LLM processing
time was 1.09-1.27 s per HDFS session and 0.76 s
per BETH event, about three orders of magnitude
above rule evaluation and ML scoring.

DISCUSSION OF RESULTS

The experiments did not confirm that the hybrid
architecture improves detection quality over the best
standalone component. The observed property is
different: on each dataset, the architecture matched
the best standalone variant, although this variant
differed between the datasets (rules on BETH, ML
on HDFS). The routing policy, tuned only on
validation data, thus selected a suitable processing
path for each event source without a manual choice
of the detection method, while the simulated analyst
validation removed the residual false positives on
HDFS.

Single run with the pipeline of the first random seed; LLM:
claude-sonnet-4-6.
Source: compiled by the authors

The LLM layer did not improve detection. On
HDFS, the uncertainty band contained mainly
sessions on which the rules were silent and the ML
module flagged an anomaly, and the LLM tended to
accept these sessions as normal, because HDFS
anomalies are expressed by missing or irregular
sequences of events rather than by explicit error
messages in the text. On BETH, where suspicious
activity is visible in the event fields, the LLM alone
performed close to the rules. These results suggest
that, at least for log data of this kind, the LLM
should explain and enrich decisions for the analyst
rather than override the decisions of the
deterministic and ML layers, and that the weight y
should be tuned on validation data instead of letting
the LLM label decide.

The study has several limitations. First, the
BETH label is strongly determined by the user
identifier, which makes the rule-based baseline
unusually strong and limits the conclusions that can
be drawn from this dataset. Second, the validation
and test subsets of BETH differ substantially (0.4 %
and 90.7 % positive events), so the routing
parameters could not learn to use the ML module
where the rules fail; on BETH the policy bypassed
the ML module entirely. Third, selectivity depended
on the dataset: on HDFS almost all sessions passed
through the ML module. Fourth, the LLM layer was
evaluated with a single model and in a single run on
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samples of 300 events. Because the execution
environment did not allow the temperature to be
fixed, the model outputs may vary between runs, and
their stability was not assessed. Events were
processed in batches, so the decision for an event
may have been influenced by other events in the
same request. Token usage was not recorded, and
therefore the computational cost of the LLM layer is
characterised only by its processing time (Table 5).
Finally, the HITL layer was simulated rather than
performed by SOC analysts. Future experiments
should use the full BETH dataset with temporal
fields, the full HDFS dataset, real analyst feedback,
several LLMs and a validation-tuned weight y.

CONCLUSIONS

This paper proposes a hybrid architecture for
cyber event filtering that combines rule-based
mechanisms, machine learning methods, Large
Language Models and analyst-based validation
under an explicit selective routing policy with score
thresholds, an uncertainty band and an LLM
invocation budget. Experiments on the BETH and
HDFS datasets showed that the architecture matched
the best standalone detector on each dataset (F1-
score 0.969 and 0.748), whereas the best standalone
detector differed between the datasets, and that
simulated analyst validation of 0.9% of HDFS
sessions reduced the false positive rate to zero. A
statistically significant improvement over the best
standalone detector was not observed; letting the
LLM decide on uncertain HDFS sessions lowered
the Fl-score to 0.667, and the LLM alone was

competitive only on BETH. The practical
significance of the approach lies in a single
configurable pipeline that adapts the processing path
to heterogeneous event sources in SOC/SIEM
environments, CERT/CSIRT centers, banking
systems, e-government platforms and critical
infrastructure facilities. Future research will focus on
using the LLM for explanation rather than decision-
making, tuning its weight on validation data,
experiments on full datasets with temporal features
and on real SOC/SIEM data, the integration of
Explainable Al [13], [17], dynamic risk assessment
models, and automatic rule updating based on threat
intelligence data.

USE OF ARTIFICIAL INTELLIGENCE

Artificial intelligence tools were used in this
study in two roles. First, the large language model
claude-sonnet-4-6 (Anthropic) was used as the LLM
context layer of the proposed architecture and as the
LLM-only baseline; its configuration and outputs are
described in the Experimental setup section and
reported in Table 6. Second, Claude Opus 5.5
(Anthropic) was used as an assistant for preparing
and checking the experimental code, the data
processing and statistical analysis scripts, and for
editing the manuscript text. All experimental results
were obtained by executing the published code on
open datasets, and all results, computations,
interpretations and the text of the manuscript were
checked and proofread by the authors, who take full
responsibility for the content of the article.
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AHOTALIA

AkTyanbHicTb. LeHTpH omepariiii 6e3meku OTPUMYIOTh OiTbIlie CIOBIIIEHb, HiXK aHANITUKW 3/IaTHI ONpAIfOBaTH, i 3HAYHA
YacTUHA 3 HHUX € XHOHMMH. MeTa cTaTTi — pO3pOOUTH Ta E€KCHEPUMEHTAIBHO OI[IHUTH TiOpUAHY apXiTeKTypy MapIIpyTu3arii
KiOeproiii, 1o MoeHye MPpaBuIIa, MAlIMHHE HAaBYaHHS, BEJIMKI MOBHI MOJIETI Ta BaJliallifo aHAITHKOM. 3aBJaHHs: hopMaltizyBaTu
MOJITHKY BHOIPKOBOT MapHIpyTH3allii Mi’k IIMUA KOMIOHEHTaMH Ta TOPIBHATH apXiTEKTYpy 3 KOXXHUM KOMIIOHEHTOM, 3aCTOCOBAaHUM
okpemMo. Meroau. 11Ino3 Ha OCHOBI MpaBUII PO3B'I3YyE MOMIl 3 BHCOKOI a00 HU3BKOIO OLIHKOIO MPABUII, PEIITY MO OLIHIOE
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OJHOKJIACOBHII METOJI OITOPHUX BEKTOPiB; MOBHY MOJENb 3aIyJalOTh JIMIIE IS TTOAIH MOOIH3Y IOpOry pillIeHHS B MeXKax OI0mKeTy
3BEpPHEHb; PO30IKHOCTI MiX PIBHSAMH I€PEAAIOTh aHAITHKY (B €KCIIEpUMEHTax Horo cuMynsoBano). HaykoBa HoBH3HA. 3arydeHHs
KOXXHOTO PECYpPCOEMHOrO KOMIIOHEHTA BH3HAUCHO SBHHMH ITOPOTaMH, 30HOI0 HEBH3HAYEHOCTI, OIODKETOM MOBHOI MOZENI Ta
MIPOITYCKHOIO 37aTHICTIO aHANITHKA, II0 POOHTH BapTICTh IHTENEKTyanbHOI 00poOkHM KepoBaHowo. IIpakTHyHa 3HAYYLIiCTB.
[Nonmituky MapmpyTn3amii MO)XKHa BHKOPHCTOBYBATH SIK HAJAIITOBYBaHWI eTanm ¢uIbTpamii B IEeHTpax omepamiii Oe3meku.
PesyapTaTn. Ha moxisix mporeciB siapa Ta jKypHajlax po3rofisieHol (aiiloBoi CHCTeMH apXiTeKTypa Ha KOXXKHOMY HaOopi JaHHX
JIOCSITIIA pe3yabTaTy HAMKPAaIIoro OKPEeMOro JETEKTopa, X04a HalWKpamuii IeTeKTop Ha Habopax JaHux OyB pi3HHM (IIpaBHiIa IS
ToAil siapa, MallMHHE HAaBYAHHS UL XKypHANiB (aioBoi cucremn). IlepenaBaHHsS MOBHIM MOJENl IpaBa yXBaJlIOBATH PIIICHHS
1010 HEBU3HAYEHHX CeCili )KypHaJIiB CyTTeBO 3HI3WIO F1-Mipy. MoBHa Mozelns, 3acTOCOBaHa OKPEMO, ITOKA3aJa BHCOKI Pe3ylIbTaTH
Ha TIOZIAX sApa, aje HU3bKI Ha JKypHanmax (QaiioBoi cucremu. BucHoBkH. CTaTHCTHYHO 3HAYYIIOrO BUTPAIIy IMOPIBHSHO 3
HaWKpaIlyM OKpEeMHM JETEKTOPOM HE BHSBIICHO; Ha IUX JAHWX MOBHA MOJENb Ma€ MiATPHMYBAaTH aHAJITHKIB, a HE MepersigaTi
pIIIeHHS IHIIKX PiBHIB.

KurouoBi ciioBa: xibepOesmeka; CHCTEMH Ha OCHOBI TIPaBWI; MAIIMHHE HABYAHHS; BEJIMKI MOBHI MOJICITi; BUSBJICHHS aHOMAJTiif;
IHTeJIeKTyallbHa TATPUMKAa HPUHHSATTS pillleHb; TiOpuaHa apXiTeKTypa; 3HIDKEHHS XHOHOITO3MTHBHHUX CIpANIOBaHb; EKCIIEpTHA
BaJIi IAITis PilllCHb
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