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ABSTRACT

The relevance of this research is determined by the growing vulnerability of supply chain networks to stochastic disruptions
caused by local failures, capacity losses, and clustered damage. The objective of the study is to develop and validate a compact
graph-flow model and a reproducible computational framework for assessing structural and functional resilience under uncertainty.
The proposed approach represents a supply chain as a directed capacitated graph and defines network performance through
normalized maximum flow from supply sources to demand nodes. The methodology combines stochastic damage generation,
including node failures, edge degradation, cluster disruptions, and irreversible losses, with a baseline discrete recovery process and
Monte Carlo simulation. Resilience is evaluated by a time-dependent performance trajectory, an integral resilience index, robustness,
final recovery level, median resilience, interquartile range, and a lower-tail conditional risk metric. Computational experiments
compare hierarchical, hub, redundant, and dense network archetypes across different disruption types, redundancy levels, network
sizes, metric parameters, and damage irreversibility settings. The results show that dense topology provides the highest typical and
lower-tail resilience, whereas hub topology may remain effective in median scenarios but demonstrates weaker behavior in adverse
cases. Redundancy is found to be especially important for reducing tail risks rather than only improving typical performance. The
analysis also shows that cluster disruptions are not automatically more destructive than random node failures when the actual damage
dose is normalized, while irreversibility sharply reduces recovery completeness and lower-tail resilience. The scientific novelty of the
study lies in integrating flow-based functionality, stochastic disruption modeling, recovery dynamics, and risk-oriented metrics into a
single benchmark procedure. The practical value of the framework is its applicability as a basis for comparing supply chain network
structures and for developing future prioritized, decentralized, and multi-agent recovery algorithms.
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1. INTRODUCTION is a graph flow model in which network
functionality is defined by the maximum flow, while
resilience is represented by the trajectory of
normalized performance after a stochastic
disruption.

The problem is that simple topological
connectivity does not guarantee the functional
operability of a supply chain network. A network
may remain connected but lose a significant share of
its throughput because of damage to critical edges or
hub nodes. In addition, the stochastic nature of
disruptions makes the analysis of a single scenario
insufficient; different realizations of damage may
produce substantially  different  performance
trajectories. Therefore, comparison should account
not only for typical behavior but also for the lower
tail of the distribution, that is, the worst-case
scenarios for which CVaR-like metrics are
appropriate [9], [10], [11].

The aim of the article is to develop and
experimentally validate a graph flow model and a
computational framework for assessing the structural
and functional resilience of supply chain networks
under stochastic disruptions. The main contribution

Modern supply chain networks are complex
distributed systems in which material and
information flows pass through many interconnected
suppliers, warehouses, transport nodes, and
consumers. The growth of global interdependence,
the concentration of logistics hubs, and the drive to
minimize inventories increase the efficiency of such
systems under normal conditions, but at the same
time increase their sensitivity to disruptions. A local
failure of a node or channel may cause a
disproportionately large decline in the functionality
of the entire network if the damaged element is a
flow bottleneck.

In the literature, supply chain resilience is
usually associated with the ability of a system to
prepare for unexpected events, respond to them, and
recover after disruptions [1], [2]. For computational
modeling tasks, this conceptual definition is
insufficient: a formal procedure is required that
makes it possible to compare topologies, damage
scenarios, and recovery parameters on a single
guantitative scale [3]. In this study, such a procedure
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random damage models, baseline recovery
dynamics, a Monte Carlo protocol, and a system of
risk-oriented metrics. Unlike studies that analyze
only structural metrics or only average resilience,
this article proposes a flow-stochastic benchmark
with lower-tail assessment and verifies how
topology, redundancy, disruption type, scale, and
irreversibility of damage affect the typical and tail
resilience of a network.

1.1. Relevance and problem context

The relevance of the study is determined by the
fact that modern supply chains increasingly operate
as distributed networked systems rather than as
linear sequences of suppliers and consumers.
Production globalization, the concentration of
transport corridors, dependence on logistics hubs,
and the reduction of safety stocks increase efficiency
in normal conditions but simultaneously create
structural sensitivity to disruptions. In such systems,
a local disturbance may propagate through flow
dependencies and become a system-level loss of
service.

For this reason, supply chain resilience should
be treated not only as a managerial or economic
concept, but also as a problem of mathematical and
computational modeling of a complex network
under uncertainty. A formal computational
formulation is needed because qualitative statements
about preparedness, response, and recovery cannot
directly answer how much functionality is preserved
after a stochastic failure, which topology is more
stable, or how strongly the worst scenarios differ
from typical ones.

The research problem addressed in this article is
therefore the lack of a compact, reproducible, and
functionally interpretable procedure for comparing
supply chain network structures under random
disruptions. Pure connectivity indicators are
insufficient: a network may remain connected while
losing a considerable part of its throughput because
a critical edge or a hub-like node has been degraded.
Conversely, a strong initial drop may be less
dangerous if the network can recover quickly within
the modeled horizon.

1.2. Contribution of the study

The contribution of the article is fourfold. First,
it formalizes the supply chain as a directed
capacitated graph in which the main operational
function is expressed by maximum flow from
sources to demand nodes. Second, it introduces a
stochastic disruption protocol that includes node
failures, edge degradation, cluster damage, and
irreversible losses. Third, it combines a baseline

recovery mechanism with Monte Carlo simulation
so that resilience is assessed as a distribution rather
than as a single deterministic scenario. Fourth, it
applies median, variability, and lower-tail metrics,
which makes it possible to distinguish typical
resilience from tail vulnerability.

This positioning deliberately keeps the model at
an intermediate level of abstraction. It is more
informative than a purely topological graph
description, because it accounts for capacities and
bottlenecks, but it is less parameter-heavy than a full
economic simulation of inventories, multi-product
flows, contractual behavior, and time-dependent
demand. Such a level of abstraction is useful for a
benchmark framework: it isolates structural and
functional effects and prepares a basis for later
controlled recovery algorithms.

2. LITERATURE REVIEW AND PROBLEM
STATEMENT

Research on supply chain resilience develops at
the intersection of supply chain management, risk
theory, operations research, network science, and
computational modeling. Ponomarov and Holcomb
interpret resilience as the ability to prepare for
unexpected events, respond to them, and recover
after them [1], while Pettit, Fiksel, and Croxton
consider it through the balance between system
vulnerabilities and capabilities [2]. These studies
form the conceptual foundation but do not provide a
direct algorithm for comparing specific topologies in
terms of flow functionality.

Quantitative reviews emphasize that formal
resilience analysis can be based on optimization,
simulation, system dynamics, agent-based modeling,
and network methods [3]. Recent reviews from
2024-2025 further emphasize the design of resilient
supply chain  networks, network modeling,
simulation-based digital strategies, the alignment of
resilience-capacity metrics, and the combination of
risk  mitigation, robust  optimization, and
technological solutions [4], [5], [6], [7], [8]. Three
directions are important for this article. The first is
the graph representation of supply chain networks,
where nodes correspond to infrastructure entities and
edges represent logistics or information links [5],
[12], [13]. The second is flow models, since the
existence of a route alone does not imply sufficient
capacity; maximum flow is a classical problem of
combinatorial optimization [14], [15]. The third is
simulation modeling of disruptions, including the
ripple effect, in which a local disruption may cause
systemic losses [6], [13], [14].

548 Computer science and software engineering

ISSN 2617-4316 (Print)
ISSN 2663-7723 (Online)



Pohorelov S. V., Yanovskyi O. V. [/

Applied Aspects of Information Technology

2026; Vol.9 No.4: 547-560

In studies of critical infrastructure resilience,
the idea of a time-dependent performance function is
widely used: after a disruption, functionality
decreases and then partially or fully recovers; the
integral area under this curve provides a quantitative
estimate of resilience [7], [15], [16], [17]. However,
for stochastic supply chain networks it is important
to analyze not only average or median behavior but
also the distribution of outcomes. CVaR, proposed
in risk management as a characteristic of the tail of a
distribution [9], [10], is adapted in this article to the
lower tail of resilience: since larger metric values are
preferable, the smallest values of integral resilience
are of interest.

The research gap consists in the insufficient
integration of these components into a single
reproducible procedure: graph topology, capacities,
stochastic damage, recovery dynamics, and tail risks
are often analyzed separately. The proposed
framework does not claim to be a complete
economic model of a supply chain and does not
solve the problem of optimal recovery; its role is to
create a baseline computational framework on which
structural network properties can be compared and
decentralized and multi-agent recovery algorithms
can subsequently be built.

2.1,
property

In the context of this study, resilience is
interpreted as a dynamic structural and functional
property of a network. Reliability, robustness, and
recoverability are related but not identical notions.
Reliability is associated with the probability of
maintaining a required function over time;
robustness characterizes the depth of the initial
performance drop; recoverability reflects the ability
to return to an acceptable state after disruption.
Resilience integrates these aspects by considering
the whole trajectory of performance loss and
recovery.

This distinction is important for supply chain
networks because the same final state can
correspond to different operational histories. Two
networks may reach the same recovery level at the
end of the simulation, but one of them may have
spent most of the horizon at a low performance
level. Similarly, a network may have a high median
resilience while remaining exposed to rare scenarios
with severe degradation. A time-dependent and
stochastic formulation is therefore necessary.

Resilience as a dynamic network

2.2. Graph and flow-based representation

A graph representation is natural for supply
chains because suppliers, warehouses, distribution
centers, transport nodes, and consumers can be
modeled as vertices, whereas logistics or
information links can be modeled as directed edges.
This representation makes it possible to use graph
algorithms, analyze paths, evaluate structural
redundancy, and identify potentially critical
elements. However, structural graph metrics alone
do not determine whether the network can satisfy
demand after a disruption.

The flow interpretation used in this article
addresses this limitation. The existence of a path
between a source and a consumer is not enough if
the path has insufficient capacity. Maximum flow
provides an aggregate functional measure that
accounts for both route availability and throughput
constraints. In this sense, the model treats the supply
chain not merely as a connected graph, but as a
capacitated system that must transmit resources
through limited channels.

2.3. Stochastic disruptions and ripple effects

Disruptions in supply chains are stochastic by
nature. The location of a failure, the intensity of
damage, the affected elements, and the possibility of
subsequent recovery are typically uncertain.
Therefore, the analysis of one fixed damage scenario
may lead to unstable conclusions. A Monte Carlo
protocol is more appropriate because it generates a
distribution of possible outcomes and allows the
researcher to compare not only average behavior but
also adverse realizations.

The ripple effect provides an additional
motivation for a network approach. A local failure
may change the performance of distant parts of the
system through flow dependencies, capacity
bottlenecks, and the loss of alternative routes. In a
graph-flow model, this effect appears when the
removal or degradation of one element reduces the
maximum flow of the entire network. Thus, even
without explicitly modeling inventories or firm-level
behavior, the framework captures an important class
of systemic consequences.

2.4. Research gap

The literature contains conceptual definitions of
supply chain resilience, quantitative reviews,
network models, simulation approaches, and risk
measures. Nevertheless, these components are often
applied separately. What is still needed is a single
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reproducible procedure that combines graph
topology, capacities, stochastic damage, recovery
dynamics, and lower-tail risk into one experimental
pipeline. This article addresses that gap by
proposing a benchmark that can be extended toward
optimization, decentralized decision making, and
multi-agent recovery.

3. MATERIALS AND METHODS

The initial state of the supply chain network is
specified by a directed graph with capacities:

G, =(V,E,c). 1)

where V is the set of nodes, E is the set of directed
edges, and ¢: E — R defines the capacity of each

edge. The model distinguishes the sets of sources
S cV and consumers D cV . To transform the
problem with multiple sources and multiple
consumers into a standard maximum-flow problem,

a supersource S” and a supersink t* are introduced.

The functionality of the current network state
G(t) is defined as the maximum flow F(G(t)) in the
extended graph [14], [15]:

F(G):mfax Z fs*v'

(s"v)eE*

0<f; <c, : (2)
Z fiv = z fvj
! ]

A disruption is modeled as a random scenario &
that transforms the undisturbed graph Go into a
damaged state Gg. The scenario may include node

failures, edge degradation, cluster damage, and a set
of irreversibly damaged elements.

For an edge e that has undergone degradation,
its capacity is reduced according to the rule:

c,(¢)=(1-7,)e(e). (3),
0<y, <1 ‘

Cluster damage is generated around a random
epicenter, but in the experimental protocol its
intensity is normalized through the target share of
damaged nodes, which enables a correct comparison
with random node failures. After the disruption, a
baseline discrete recovery process is launched: at
each time step, no more than one available damaged
element can be restored. This strategy is not optimal,
it is used as a neutral baseline procedure for
assessing the influence of topology and disruption
parameters.

The basic time-dependent characteristic is the
normalized performance function:

Q(t) _ F (G(t))

F(G,)

where G(0)=G§ is the state immediately after the

1=01..,T, (4)

disruption. The integral resilience of a single
scenario is defined as the discrete area under the
performance curve:

THZ:Q ©)

To describe the shape of the trajectory in more
detail, component metrics are used: robustness
R, = mtin Q(t), final recovery level Ry, = Q(T),
and, where necessary, recovery rate after the
moment of minimum performance. Since disruptions
are stochastic, a sample of resilience values
{p1,..,pm} 1S formed over M runs. Typical
resilience is described by the median ppeq
variability by the interquartile range p,or , and
lower-tail risk by the metric:

1 k
pCVaR _kzp aM] (6)

where P

ordered in ascending order. Thus, the metric p_ .

are the values of integral resilience are

is the average resilience in the worst a-fraction of
scenarios. In the sensitivity subseries, a composite
performance function is also used:
F(t LCC(t
Q(t;w)zw%ﬂl—w)%v (7)
where LCC(t)/N is the share of nodes in the largest
connected component, and lambda specifies the
weight of the flow component. For statistical
comparisons, the Kruskal-Wallis test, pairwise
Mann-Whitney tests with Bonferroni correction,
bootstrap confidence intervals, and Cliff's effect size
are applied [18], [19], [20], [21].

3.1. Modeling assumptions

The proposed model treats each supply chain
configuration as a directed capacitated network with
distinguished source and demand nodes. The
direction of an edge represents the permitted
direction of material flow. If a real logistics
connection is bidirectional, it can be represented by
two directed edges with possibly different capacities.
This convention preserves the generality of the
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model while keeping compatibility with standard
maximum-flow algorithms.

The model is single-commodity: different
products, transport modes, and contractual relations
are aggregated into one generalized flow. This
simplification is intentional. It makes the role of
topology, bottlenecks, and stochastic damage
transparent, and it prevents the comparison of
network structures from being obscured by many
economic parameters. The approach therefore
should be interpreted as a structural-functional
benchmark rather than as a complete operational
model of a specific company.

3.2. Disruption types

Node failure represents the loss of an
infrastructure object such as a supplier, warehouse,
logistics hub, or distribution node. When a node
fails, it is removed from the functional part of the
graph, and all incident edges become unavailable for
flow transmission until recovery is possible. This
type of disruption is especially important because
node removal can simultaneously affect many routes
and may disconnect supply from demand even when
several edges remain intact.

Edge degradation represents a partial loss of
transportation or communication capacity. Unlike full
edge removal, degradation preserves the topological
structure of the graph but reduces the amount of flow
that can pass through the affected channel. This makes
it suitable for modeling congestion, reduced transport
availability, temporary restrictions, or partial service
loss. The experiments show that the effect of edge
degradation depends on whether the network has
enough spare capacity and alternative routes.

Cluster disruption represents a localized event
that affects a group of neighboring nodes. In
practical terms, this may correspond to a regional
shock, a disruption of a logistics area, or another
event that damages several topologically close
elements. The experimental protocol normalizes
cluster intensity by the target share of damaged
nodes, which is important because the same graph
radius may cover substantially different numbers of
nodes in sparse and dense topologies.

3.3. Recovery dynamics

The baseline recovery process is intentionally
simple: at each discrete time step, no more than one
available damaged element can be restored. This
rule creates a neutral reference policy that does not
optimize the repair order. Its purpose is to reveal the

irreversible are excluded from the set of feasible
recovery actions during the modeled horizon.

This baseline should not be interpreted as a
prescription for real-world repair planning. Rather, it
is a controlled environment that produces
comparable performance trajectories for different
network configurations. Future work can replace the
random baseline with priority-based, centrality-
based, flow-criticality-based, or  multi-agent
strategies and then measure the improvement over
the benchmark presented in this article.

3.4. Interpretation of metrics

The normalized performance function makes it
possible to compare networks with different absolute
capacities. The integral resilience index summarizes
the entire trajectory, while robustness captures the
lowest performance level and final recovery captures
the state at the end of the horizon. These component
metrics are necessary because the same integral
value may result from different recovery shapes: a
sharp drop followed by quick recovery, or a
moderate but long-lasting degradation.

The lower-tail metric has a special role.
Because larger resilience values are better, the
relevant risk is located in the lower tail of the
resilience distribution. The CVaR-like measure used
here reports the average resilience among the worst
scenarios. This interpretation is particularly useful
for critical supply chain networks, where a design
that performs well on average may still be
unacceptable if its worst cases involve severe loss of
functionality.

4. COMPUTATIONAL FRAMEWORK AND
EXPERIMENTAL DESIGN

The framework implements the same pipeline
for all series: topology generation, calculation of the
baseline maximum flow, realization of a stochastic
disruption, step-by-step recovery, calculation of G(t)
metric computation, and statistical aggregation. The
modular structure separates network generators,
damage models, flow computation, the recovery
protocol, statistical processing, and visualization.
This approach corresponds to the principles of
reproducible  simulation research and the
contemporary  emphasis on  simulation-based
analysis of disruptions in supply chains [6], [22],
[23], [24], [25].

The study uses four topological archetypes: a
hierarchical network, a redundant network with
additional alternative edges, a hub network with

influence of network structure and damage flow concentration around central nodes, and a
characteristics before introducing more sophisticated  dense network with a larger number of alternative
recovery algorithms. Elements marked as
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routes. In the baseline series, N =50 and T =10
are used; in the scaling analysis, N varies over the

set {30,50,100}. The baseline number of runs is

100 per configuration, while 1600 runs with a paired
seed design are used for the irreversibility analysis
S5.D.

Table 1.System of experimental stages in the

article
Stage | Varied factor Purpose
To_pology_type: Baseline
hierarchical, .
S1 hub. reserved comparison of
' ! network structures
dense
Assessment of the
S2 Redundancy effect of redundant
level r .
links
Comparison of
s3 Disruption type | node failure, edge

and intensity degradation, and

cluster disruption
Verification of

scalability of the

topology ranking

S4 Network size N

Metric _ _
parameters and Analysis of metric
S5 irreversible sensitivity and
damage share _ damage
@, Tofp, 0, W irreversibility
vrefj )

Source: compiled by the authors

The concise pseudocode of one run is as
follows: generate GO, compute F (GO), generate &,

form G(O)=Gg,, for each t=0, ..., T compute

F(G(t)) and Q(t) , perform one available

recovery step, and after completion calculate integral
resilience p, robustness R, and the final recovery

level Rin . If F(Go):O or if all active sources or

consumers are destroyed after the disruption, the run
is marked as invalid and is not included in the
aggregated metrics, but it is retained in the raw
results.

4.1. Topology generation and experimental
control

The computational experiments use controlled
topological archetypes rather than empirical
networks of a specific enterprise. This choice is
methodologically useful because it isolates structural
effects. A hierarchical topology represents

bottlenecks between levels. A reserved topology
adds alternative links to such a structure. A hub
topology concentrates flows around a limited
number of central nodes. A dense topology increases
the number of alternative paths and reduces
dependence on individual elements.

All topology generators are parameterized so
that the same experimental logic can be repeated for
different network sizes and disruption intensities.
This is essential for reproducibility: conclusions
should not depend on a single randomly generated
graph. The framework therefore treats topology
type, network size, redundancy level, disruption
model, recovery horizon, and random seeds as
explicit experimental parameters.

4.2. Monte Carlo protocol and data output

For a fixed configuration, the simulation is
repeated many times. Each run generates or selects a
network, calculates the baseline maximum flow,
samples a disruption scenario, records the damaged
state, performs step-by-step recovery, and stores the
full normalized performance trajectory. Runs for
which the baseline maximum flow is zero or for
which all active sources or all active consumers are
destroyed are flagged as invalid for normalized
aggregation but remain available in raw results for
transparency.

The raw output of the framework includes run-
level metrics and time series. Aggregated files
summarize median resilience, lower-tail resilience,
interquartile range, robustness, final recovery, and
the share of non-recovered runs. Such separation
between raw and aggregated data supports
auditability: each reported table and figure can be
traced back to the underlying Monte Carlo
realizations.

4.3, Statistical validation

The use of nonparametric tests is motivated by
the shape of simulation outcomes. Resilience values
are bounded, can be asymmetric, and may contain
extreme scenarios. For this reason, the Kruskal-
Wallis test is used for global comparisons, the
Mann-Whitney test is applied for pairwise
comparisons, and Bonferroni correction controls the
family-wise error rate. Cliff’s delta complements p-
values by indicating the practical magnitude and
direction of stochastic dominance.

4.4. Reproducibility and quality control

The reproducibility of the computational study
is supported by separating the experimental

multilevel supply organization with potential con_figuration from the program logic. Each series is
defined by a set of parameters: topology class,
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network size, disruption type, disruption intensity,
recovery horizon, number of Monte Carlo runs, and
random seed structure. This separation makes it
possible to rerun an entire series or to modify only
one factor while keeping all other assumptions
unchanged.

Quality control is implemented at two levels. At
the model level, each generated network is checked
for a positive baseline maximum flow so that the
normalized performance function is mathematically
meaningful. At the data level, every run stores
validity flags and exclusion reasons. This prevents
silent removal of problematic cases and makes it
possible to distinguish invalid normalizations from
genuine low-resilience scenarios.

The paired-seed design used in the
irreversibility subseries is especially important. By
applying the same random seed grid for all values of
the irreversible damage share, the comparison
isolates the effect of irreversibility from the effect of
the initial stochastic shock. As a result, changes in
median resilience, lower-tail resilience, final
recovery, and the non-recovered share can be
interpreted as consequences of limited recoverability
rather than as random differences between
disruption realizations.

5. RESEARCH RESULTS
5.1. Effect of topology

Stage 1 showed that topology is a statistically
significant factor of resilience: the Kruskal-Wallis
test for the distributions of integral resilience p
produced a statistically significant result H =164.3
(p <0.001). The main indicators are presented in
Table 2. The dense topology has the highest values

of median resilience p_ ., =0.9900 and lower-tail

resilience p., ., =0.9657 , as well as the lowest

variability by interquartile range IQR =0.0092
(Fig. 1). The hub structure ranks second in median
resilience but has a noticeably worse lower tail,
which indicates hidden vulnerability under adverse
scenarios. The hierarchical topology demonstrates
the lowest robustness.

Table 2. Descriptive statistics for Stage 1

Topology| valid | pmeq |Pcvargs] Pigr | Rip
hierar- | o0 | ) 9661 | 0.9142 | 0.0254 | 0.3939
chical

hub | 100 | 0.9851 | 0.9294 | 0.0269 | 0.7000
reserved | 98 | 0.9688 | 0.9188 | 0.0304 | 0.4545
dense | 100 | 0.9900 | 0.9657 | 0.0092 | 0.8000

Source: compiled by the authors

-

Q(t) = Fit) / F(o)

@ @
Time t (simulation steps)

Fig. 1. Mean curves of normalized
performance Q(t) and IQR for the topologies
in Stage 1
Source: compiled by the authors

Thus, the advantage of the dense topology is
manifested not only in the typical scenario but also
in the lower tail of the distribution (Fig. 2). This is
consistent with the role of alternative routes: a larger
number of independent paths reduce the dependence

of global flow on individual nodes and edges.

Fig. 2. Comparison of lower-tail résilience
CVaR for the topologies in Stage 1

Source: compiled by the authors

5.2. Effect of redundancy

Stage 2 examines the redundant topology under
different values of the parameter r. The results show
a positive but not strictly monotonic effect: the

highest median resilience o ., and the highest

lower-tail resilience p, . are achieved at different

levels of r — 3 and 1 respectively. The relationship is
shown graphically in Fig. 3. This means that the
number of redundant edges is not a self-sufficient
indicator of usefulness: their location relative to flow
bottlenecks is important.

The most important conclusion of Stage 2 is
that redundancy has a stronger effect on tail
scenarios than on median behavior. Additional links
may only slightly change the typical level of
resilience, but they can noticeably reduce the risk of
catastrophic ~ performance  drops.  Therefore,
redundancy should be evaluated not only by the
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change in median resilience p_ . but also by the
change in o, -

0.88

Fig. 3. Dependence of resilience indicators of the

reserved topology on the redundancy level r
Source: compiled by the authors

5.3. Type and intensity of disruptions

Stage 3 compares node failures, edge
degradation, and cluster damage for dense and
hierarchical topologies. The results confirm that
edge degradation in the selected parameterization is
largely compensated by capacity reserves, whereas
node damage has a stronger impact on flow (Fig. 4).
For the dense topology, all levels of edge
degradation yield almost perfect resilience p =1,

whereas node failure and cluster disruption lead to a
decline as intensity increases. For the hierarchical
topology, a high level of node failure reduces
median resilience to 0.9307 and robustness to
0.2424.

Fig. 4. Heat map of resilience values

depending on disruption type and intensity
Source: compiled by the authors

A methodologically important point is that,
after normalizing the “dose” of cluster disruption by
the target share of damaged nodes, the hypothesis
that cluster disruptions are automatically worse was
not confirmed: in the “cluster vs node failure” pairs,
no statistically significant decrease in integral
resilience was obtained. Thus, a cluster disruption
may appear more dangerous not because of the
damage type itself, but because of the larger actual
number of damaged nodes. The component

robustness metric captures the immediate depth of
the performance drop more effectively.

5.4. Network scaling

Stage 4 verifies the stability of the conclusions
for N 6{30,50,100}. For all topologies, an increase

in N is accompanied by a decrease in median
resilience because, at a fixed failure probability, the
expected number of damaged elements increases. At
the same time, the ranking by median resilience is
preserved for all sizes: dense > hub > reserved >
> hierarchical (Fig. 5). The Spearman coefficient
between the rankings for all pairs of scales equals 1.

Ranking by pped Ranking by pcvar

Ranking {1=the best)

Fig. 5. Stability of topology ranking under
changes in network size N
Source: compiled by the authors

Tail resilience is more sensitive to scale: the
dense topology retains first place, but the relative
positions of hub and reserved may change. This
means that the stability of the median ranking does
not eliminate the need to analyze the lower tail of
the distribution separately, especially for large
networks.

55. Metric
irreversibility

sensitivity and  damage

Stage 5 checks whether the main conclusion is
an artifact of the selected metric parameters. For
S5.A-S5.C, the canonical results of Stage 1 are used.

Under variations of «<{0.05,0.10,0.20} , the
integration horizon T_ {30,50,100} , and the

weight a)e{o, 0.5,1} in the composite performance

function, the topology ranking remains unchanged:
dense > hub > reserved > hierarchical (Fig. 6).
Therefore, the advantage of the dense topology does
not depend on the specific lower-tail level,
integration horizon, or method of combining the
flow and structural components.

Subseries S5.D assesses the influence of the
irreversible share of damage w and requires new
simulations.  For  hierarchical and reserved
topologies, a paired seed design is used: within each
topology, the same seed grid is applied for all w
values, so the effect of the initial shock is not mixed
with the effect of irreversibility. The key results are
presented in Table 3 and in Fig. 7 and Fig. 8.
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S6D: median resilience
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topologies
Source: compiled by the authors

Table 3. Effect of the irreversible damage
share w on the resilience of hierarchical and
reserved topologies

Topology | w | valid ne%r;/—or Pmed | Pcvar | Ring
hierarchical [0.00] 194 | 0.0 [0.9662[0.9164 | 0.9697
hierarchical [0.10] 194 | 30.9 [0.9301 [ 0.6308 | 0.9697
hierarchical [0.25] 194 | 99.5 [0.8615 | 0.4148 | 0.8788
hierarchical [0.50| 194 [100.0]0.7238[0.22930.7273
reserved [0.00[ 191 | 0.0 [0.9733[0.9244[0.9697
reserved [0.10[ 191 [ 30.4 [0.9382[0.7189 [ 0.9697
reserved [0.25 191 [ 95.3 [0.8806 | 0.5117 [ 0.9091
reserved [0.50 191 [ 99.5 [0.7534[0.3131[0.7576

Source: compiled by the authors

S6D: recovery extent 56D: non-recovered runs

00 01 0z o3 04 05 oo 01 0z 03 04 0
irreversible fraction w Ireversibie fra

Fig. 8. Effect of w on final recovery Rint

and the share of non_recovered runs
Source: compiled by the authors

Irreversibility has a strong monotonic effect.
For the hierarchical topology, median resilience
decreases from 0.9662 to 0.7238, while lower-tail
resilience decreases from 0.9164 to 0.2293 when w
changes from 0 to 0.50. For the reserved topology,
the corresponding values change from 0.9733 to
0.7534 and from 0.9244 to 0.3131. Lower-tail
resilience reacts to irreversibility much more sharply
than the median, meaning that the worst scenarios
deteriorate first. At w > 0.25, almost all valid runs
become non_recovered, which demonstrates the
difference between “median resilience is not yet
catastrophic” and “recovery completeness has
already failed.”

5.6. Synthesis of experimental findings

Taken together, the five experimental stages
show that the same network can be evaluated
differently depending on whether the focus is placed
on typical behavior, worst-case scenarios, initial
robustness, or final recovery. Dense topology is
consistently the strongest archetype, but the
comparison between hub and reserved structures
depends more strongly on whether median or lower-
tail resilience is emphasized. This confirms that a
single aggregate indicator is not sufficient for a
complete assessment of supply chain resilience.

The experiments also demonstrate that
resilience is shaped by the interaction between
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topology and disruption mechanism. Edge
degradation has limited impact when capacity
reserves and alternative routes are sufficient,
whereas node failure directly removes flow-
transmitting  structures and therefore affects
maximum flow more strongly. Cluster disruption
requires careful interpretation because its apparent
severity depends on the actual number of damaged
nodes. Normalizing damage by target fraction makes
the comparison more methodologically consistent.

Finally, the irreversibility subseries shows that
the completeness of recovery cannot be inferred
from integral resilience alone. A network may keep
an acceptable average level of performance during
the horizon while still failing to return to the initial
functional state. Therefore, future benchmark studies
should report both trajectory-based resilience and
explicit recoverability indicators, especially when
some damaged elements may remain unavailable for
long periods.

6. DISCUSSION OF RESULTS

The obtained results should be interpreted as an
analysis of structural and functional resilience, not
as an economic optimization problem. The dense
topology demonstrates the best values of typical and
tail metrics, but this does not imply its universal
practical optimality: a larger number of links may
require higher costs, more complex coordination,
and greater information transparency. Within this
article, the dense network is rather an upper
structural-functional boundary among the archetypes
considered.

The hub topology has high median resilience
but worse tail behavior. This is important for critical
supply chain networks: evaluation based only on a
typical scenario may underestimate the risk of rare
but substantial performance declines. Redundancy,
by contrast, often shows its greatest effect precisely
in the lower tail. This conclusion is consistent with
recent reviews in which redundancy, additional
capacity, flexibility, and technological solutions are
considered key directions of mitigation strategies for
resilient supply chain networks [4], [8]. Therefore,
when designing resilient networks, it is advisable to
evaluate not only the increase in average or median
performance but also the reduction of CVaR risk.

The results regarding disruption types
emphasize the importance of properly normalizing
damage intensity. If a cluster is defined only by
radius, different topologies may receive different
actual “doses” of destruction. Normalization by the
target share of damaged nodes showed that cluster
disruptions are not automatically worse than random

node failures in terms of integral resilience, although
they may produce a deeper immediate decline in
robustness.

The scaling analysis confirms that the main
topology ranking is not an artifact of the selected
N=50. However, absolute resilience values decrease
as network size increases, and the tail behavior of
the middle-ranking positions becomes less stable.
Therefore, large networks require a separate analysis
not only of typical performance but also of the lower
tail of the distribution.

The most important additional conclusion is
provided by S5.D. The irreversibility of damage
does not merely reduce integral resilience; it changes
the qualitative recovery regime: at w>0.25, almost
all runs remain incompletely recovered. This means
that resilience as the area under the G(t) curve and
recoverability as the ability to reach an acceptable
final state are not identical characteristics. For future
decentralized and multi-agent algorithms, this
creates a natural prioritization problem: when it is
impossible to restore everything, it is necessary to
determine which nodes or edges make the largest
contribution to global flow and lower-tail resilience.

The limitations of the study are related to the
abstract nature of the model. First, a single-
commodity maximum flow is used without explicit
modeling of multiple product types, inventories,
time delays, or the behavior of independent
participants. Second, recovery is specified by a
baseline random strategy rather than an optimal
algorithm. Third, the topologies are controlled
archetypes rather than empirical networks of specific
companies. These limitations are intentional: they
make it possible to isolate structural effects and form
a benchmark for the next algorithmic stages of the
research.

6.1. Implications for network design

The experiments suggest that network design
should be evaluated not only by typical throughput
but also by the distribution of post-disruption
outcomes. Dense structures provide the highest
structural-functional upper bound among the
considered archetypes because they offer more
opportunities for rerouting flow. However, the
practical selection of such a structure must also

account for cost, coordination complexity,
information  transparency, and  operational
feasibility.

The behavior of hub networks is more nuanced.
They can be efficient in typical scenarios because
centralized routes support high flow under normal or
moderately damaged conditions. At the same time,
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their lower-tail behavior reveals vulnerability when
disruptions affect critical hubs or their incident links.
This result is important for critical supply chains,
where decisions based only on median performance
can underestimate the risk of rare but severe
performance drops.

6.2. Redundancy as tail-risk mitigation

The results on redundancy show that additional
links should be assessed by their functional
placement rather than merely counted. A redundant
edge contributes to resilience only if it creates an
alternative path that can carry meaningful flow when
usual routes are damaged. This explains why the
effect of redundancy is not strictly monotonic: some
added links are more valuable than others because
they bypass bottlenecks or connect otherwise
vulnerable parts of the network.

The strongest role of redundancy appears in the
lower tail. Additional routes may produce only a
small increase in median resilience, but they can
prevent catastrophic drops in adverse realizations.
For decision makers, this means that the economic
value of redundancy may be underestimated if the
assessment focuses only on expected or typical
performance. Tail-sensitive metrics should therefore
be included in the evaluation of resilience
investments.

6.3. Irreversibility and recoverability

The irreversibility analysis shows that resilience
and recoverability are related but distinct
characteristics. Integral resilience may remain
moderate when the average trajectory is not fully
collapsed, whereas the share of non-recovered runs
can already be very high. This indicates a qualitative
regime change: the system may still operate at a
reduced level, but it no longer returns to its initial
functional state within the modeled horizon.

This distinction has direct implications for
future recovery algorithms. When all damaged
elements can be restored, the main problem is the
order and speed of repair. When some elements are
irreversible or unavailable for a long time, the
problem becomes one of prioritization under
scarcity: which nodes or edges should receive
attention first, and which losses can be tolerated with
minimal impact on global flow and lower-tail
resilience.

6.4. Limitations and future extensions

Several limitations should be emphasized. The
model uses a single-commaodity flow and does not

explicitly represent inventories, lead times, multi-
product interactions, contracts, prices, or strategic
behavior of independent firms. The recovery process
is a baseline random procedure, not an optimized
plan. The topologies are controlled archetypes rather
than empirical networks. These limitations are
deliberate because they make it possible to isolate
structural mechanisms before adding further
operational complexity.

Future extensions can develop this benchmark
in several directions. The first is to introduce
targeted attacks and compare them with stochastic
failures. The second is to replace the baseline
recovery policy with centralized and decentralized
algorithms that use flow-criticality indicators. The
third is to add cost constraints and evaluate trade-
offs between resilience gains and additional network
complexity. The fourth is to calibrate topology
generators on empirical supply chain data when such
data are available.

6.5. Benchmark value for future recovery
algorithms

The benchmark value of the proposed
framework lies in its ability to provide a neutral
reference point before controlled recovery policies
are introduced. Since the current recovery process is
intentionally simple, any future improvement
obtained by a priority-based or multi-agent
algorithm can be measured against the same
topology, disruption, and metric structure. This is
important for distinguishing the effect of an
algorithm from the effect of a favorable network
architecture.

For centralized recovery, the framework can be
extended by ranking damaged elements according to
their marginal contribution to maximum flow. For
decentralized recovery, local agents may use limited
information about neighboring nodes, local capacity,
and approximate bottleneck indicators. For multi-
agent recovery, coordination mechanisms can be
evaluated by their ability to improve lower-tail
resilience, not only median performance. In all
cases, the proposed metrics provide a common
evaluation language.

A particularly promising direction is to
optimize recovery with respect to CVaR rather than
only expected resilience. Such an objective would
explicitly prioritize the reduction of severe outcomes
in the lower tail of the distribution. This is consistent
with the practical logic of critical supply chains,
where preventing catastrophic loss may be more
important than obtaining a small improvement in
typical scenarios.
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7. CONCLUSIONS

The article proposes a graph flow model and a
reproducible computational framework for assessing
the resilience of supply chain networks under
stochastic disruptions. The network is represented as
a directed graph with capacities, functionality is
measured by normalized maximum flow, and
resilience is evaluated through integral, component,
and risk-oriented metrics. This formulation makes it
possible to compare topologies not only by structural
connectivity but also by their ability to maintain and
restore functional flows.

The computational experiments showed that:
(1) the dense topology consistently has the highest
median and tail resilience; (2) the hub topology is
effective in the typical regime but has a worse lower
tail; (3) redundancy primarily reduces tail risks and

does not always monotonically increase median
resilience; (4) cluster disruptions are not
automatically worse than random node failures after
normalizing the damage “dose”; (5) the topology
ranking by median resilience is preserved under
scaling; (6) the main conclusion is robust to the
choice of a, Ter and ; (7) the irreversibility of
damage sharply worsens lower-tail resilience and
recovery completeness.

The proposed framework forms a basis for
further studies of controlled recovery. The next
natural step is to replace the random baseline
strategy ~ with  algorithms  of  prioritized,
decentralized, and multi-agent recovery that use
local information about the network state but are
aimed at improving global flow resilience and tail
resilience.
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TIOTOKOBOI MOJETI Ta BIATBOPIOBAHOTO OOYHCITIOBAIFHOTO (PpelMBOPKY ISl OLIHIOBAHHS CTPYKTYPHO-(DYHKI[IOHATBHOI CTIHKOCT1
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ToIoJorisl 3abe3neduye HaWBHIY THUIIOBY Ta HIDKHBOXBOCTOBY CTIHKICTh, pe3epBYBaHHsS HacamIlepe]] 3MEHIIYE PH3HMK HAMTipIINX
CIeHapiiB, a HE3BOPOTHICTH IOMIKOUKEHb PI3KO IOTipIIye MOBHOTY BigHOBICHHS. IIpakTnuyHa mimmicTh QpeliMBOpKy moisrae y
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