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ABSTRACT

Encryption of high-resolution images plays a key role in ensuring their confidentiality and integrity. Given the rapid growth of
traffic of such images in open communication channels, the development of new methods and means of their protection is becoming
increasingly actual. The objective of this study is to develop and model a method for exchanging confidential images for a group of
trusted users. In the process of the study, encryption methods with chaotic maps, cryptography on elliptic curves, and agreement group
secret agreement with various protocols were used . One of the requirements for the method being developed is its operation on a time
scale close to real. This is due to the rapid aging of information in images subject to analysis in the group. The study is based on the
method of generating a pseudo-random sequence using a modified chaotic map Tent. A short key containing the parameters of this map
is transmitted to trusted users who form the group. Then each user can expand the key into a pseudo-random sequence and
encrypt/decrypt the image with the Vernam cipher . A group of trusted users is formed using the Diffie-Hellman protocol or Burmester-
Desmedt on elliptic curves. The Weierstrass, Montgomery and Edwards curves were analyzed from the point of view of computational
costs. The Montgomery curve was chosen as the most computationally efficient working elliptic curve. To transfer to a group of trusted
users, the short key of Tent map is encrypted with a block cipher with a secret as the key. The developed method is modeled for the
curve Montgomery Curve25519. Image security and confidentiality are ensured by five levels of protection. As a result, it was found
that group formation according to the Burmester-Desmedt protocol ensures the operation of the method on a time scale close to real time
and a high level of scalability.
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INTRODUCTION ANALYSIS OF THE STATE OF THE

In the professional segment of world media QUESTION
traffic significant place occupy image high permis- In recent years , the direction of protecting
sions. This refers to such areas as satellite trans- images by encrypting them using chaotic displays
mission images, telemedicine, forensic and forensic  has been intensively developed [3], [4]. Chaotic
examinations, the Internet things [1]. In the majority  displays are a powerful tool for encrypting images
listed industries images that transmitted over open based on the principles of chaos theory. These
communication channels, recognized confidential methods provide a high level of security due to their
and must to be protected from any malicious unpredictability and complexity [5]. One of the key
interventions [2] . In addition, in the listed industries  features of chaotic displays is the ability to generate
image are objects quickly aging information That's pseudo-random sequences that can be used to mix
why additional requirement when transferring such  image pixels. Unlike traditional encryption methods,
images is functioning of transmission systems inreal  such as symmetric and asymmetric encryption,
life or a time scale close to it. Since the need to chaotic systems do not require complex
transfer confidential images constantly growing , the  mathematical ~ operations, which allow to
topic of improvement methods of rapid exchange of  significantly speeding up the encryption process [6].
such images, which dedicated this research quite The advantage of chaotic methods is also their

actual. resistance to attacks, since even small changes in the
initial conditions can lead to radically different
© Khamitov V., Boltenkov V., Antoshchuk S., 2026 results. In addition, chaotic maps are easily adapted

to different types of images and can be used in real
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time [7]. Chaotic map Tent for image encryption has
a number of unique features that make it attractive
for use in cryptography [8]. First, it is characterized
by high sensitivity to initial conditions, which
provides significant changes in the output data with
the smallest changes in the input data. Secondly,
Tent map is easily implemented and requires
relatively small computing resources, which makes
it available for practical use [9]. The combined use
of the chaotic tent mapping with the Vernam cipher
enhances security, since the Vernam cipher is an
ideal cipher that uses a key of the same length as the
message [10]. This allows you to additionally mix
and mask the data obtained after applying Tent map.
However, it is necessary to take into account that the
effectiveness of this method depends on the quality
of the generation of pseudorandoms sequence in the
Tent display. In addition, in order to achieve
maximum safety, it is important to correctly choose
the parameters of Tent map [11].

THE PURPOSE AND TASKS OF THE WORK

Requirements for the developed method:

1) ensuring the confidentiality and integrity of
the images, excluding possible unauthorized
interference with the images for the purpose of their
modification, copying or viewing;

2) high performance, which ensures functioning
in a mode close to real time;

3) the possibility of easy scaling of a group of
users.

To achieve the goal of research, the following
tasks are solved:

1) development of the algorithmic and
functional structure of the method of exchanging
confidential images;

2) modeling of the method for confirmation of
its functional capabilities and evaluation of the main
characteristics.

DEVELOPMENT OF THE ALGORITHMIC
AND FUNCTIONAL STRUCTURE OF THE
METHOD

The basis of functioning is ensuring
confidentiality and security is the modified method
of image encryption based on the chaotic map Tent
with control described in the paper [12]. This
method makes it possible to generate a sufficiently
long pseudo-random sequence of high quality. This
sequence is then used to encrypt or decrypt the
image with the Vernam cipher. The pre-processed
image is converted into a vector form. For
encryption or decryption, the user must have a long
pseudo-random sequence generated by the Tent
algorithm. Transmission of such a sequence over

open communication channels causes certain
difficulties. Therefore, the modified Tent encryption
algorithm provides for the formation of a short key
containing control parameters for generating a
pseudo-random sequence (“seed”) Keyl. A short

session key is generated by an administrator
managing the image exchange process in a group of
trusted users. This short key is transmitted to users
who unfold it into a pseudo-random sequence of the
desired length. Image encryption based on chaotic
map Tent is the first level of image protection.

At the second level of protection, an approach
to forming a group of trusted users and obtaining a
common secret is proposed.

Formation of a group of trusted users, and the
procedure for obtaining a common shared secret.

The system administrator forms a session group
of trusted users who are allowed access to images.
Note that users can both encrypt images and display
them in a group, and decrypt displayed images for
analysis. Because this group of trusted users has a
short key of the modified map Tent Keyl

transmitted over open communication channels, this
key must be encrypted with a block cipher
E\ o (Keyl). Therefore, in the group of users, a

common key must be generated Keyll to decrypt the

key of the first level. The classic procedure for
generating a common agreed key (common secret) is
the Diffie-Hellman procedure. The Diffie-Hellman
procedure, developed in 1976, originally allowed
two users to generate a common secret key. Initially,
it was based on one-sided functions of a discrete
logarithm or factorization of a product of prime
numbers [13]. With the formation of cryptographic
procedures on elliptic curves, the Diffie-Hellman
procedure was focused on the use of elliptic curves.
This made it possible to significantly reduce the size
of the keys and, accordingly, the time spent. By the
authors it is proposed to form a common secret key
for a group of confidential users according to the
modified Diffie-Hellman protocol on elliptic curves.
To date, more than 10 forms of elliptic curves are
known [14]. The three types of electrical curves that
are most commonly used are Weierstrass elliptic
curves, Montgomery elliptic curves, and Edwards
elliptic curves.

To choose the best elliptic curve for the shared
secret agreement protocol, the three most commonly
used types of elliptic curves are considered:
Weierstrass, Montgomery, and Edwards curves.

1. Weierstrass elliptic curves.

Weierstrass elliptic curves are given by the
equation:
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E, (ab):y*=x*+ax+b,

where the coefficients a and b belong to the finite
field F, .

2. Elliptic Montgomery curves [15].
Montgomery elliptic curves have the form:

E, (A B):By*=x>+AX* +X,

where A and B are parameters belonging to the finite
field FF,. These curves are convenient for the
implementation of addition and multiplication
operations, as they avoid the need to calculate the
square root.

3. Elliptic curves of Edwards [16].

Edwards elliptic curves are described by the
equation:

Eeq (d) 1 X2 +y2 =1+dx%y?,

where d is a parameter that also belongs to the finite
field.

The analysis of three types of curves allows us
to state that the Montgomery curve requires the least
computational costs for calculations. Addition and
multiplication operations on Montgomery curves are
performed faster compared to other types of curves.
Montgomery curves use an effective algorithm for
calculating the multiplication of a point by a scalar -
the “Montgomery ladder” [17]. The Montgomery
ladder performs operations for a fixed number of
steps, regardless of the values of the scalar bits.
Therefore, the Montgomery curve is chosen as the
basis of the shared secret agreement protocol.

The following protocol is constructed Diffie-
Hellman approvals common secret on the elliptical
curve Montgomery.

Initial settings of the protocol.

Administrator forms group from N confidential
users: U,,U,,...,U,, at the same time administrator

is a user U,. Administrator selects and announces

general the parameters of the Montgomery elliptic
curve are the equation of the curve

By’ =X’ +Ax’+x, the finite field F,, the base

point-generator P , and the order of the group n . The
following protocol operations look like this.

1. Key generation: Each user U,,i =1N
chooses a random integer ( x,(1<x, <n-1)) - this is
his private key.

2. Cyclic iterative exchange.

Step 1: U,calculates X, =x -Pand sends to

the user U, .

Step  2: U,receives X,, calculates
X,=x,-X,=x,-(x-P) andsends to U, . ...

... Step i : The user U,receives a point X
from U, ,, calculatesX; =x,-X;, and sends U,, .

Step N: The last user U receives X, , and
calculates  the last one  open point

Xy =Xy - Xy = (g xy4x) - P
3. Distribution of the secret: The point X, is

distributed by the administrator to all users.
4. Calculation of the common secret: Every

participantU, receives a point X, multiplies it by

its secret key and receives a shared secret:
CS=x-Xg.

If it is necessary to expand the group of trusted
users, that is, to add a new user, the following steps
are performed. When a new user U,,,,must join the
group, he generates his private key and public key.
P., =k, -P. Existing users transfer their public

new — “new

keys to the new user. The new user also transfers his
public key to all existing users. The calculation of
the common secret is as follows. Each user
calculates a new shared secret using his private key
and the public keys of all other participants.

For the user U;, the shared secret will be
calculated as:

CS =% P+ %P

An alternative solution at the second level of
protection may be the use of the protocol Burmester-
Desmedt approvals common secret on the elliptical
curve Montgomery [18], which provides next
sequence actions:

First stage: Each participant U, chooses a

random number X; (private key) and publishes his

point on the curve: W, =x.P .

Second stage: Each participant calculates and
publishes an intermediate value X,using the public

keys of neighbors:
xi = (Xi : Zi+1) - (Xi : Zi»l) )

where Z,,,and Z, are public points of “neighbors”

on the right and left in the logical ring of users.
Calculation of the key: After the exchange of
values X, every participant can calculate the final

common secret CS. After all the participants U, have
exchanged meanings X;, each user U, knows his

secret X;and received it from X; oters.
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Calculates the shared secret key CS according
to the following formula:

CS=N-X-Z,+(N-)- X, +(N-2)-X,; +...+ X100

where N is the total number of participants, xis
secret key of the current user, Z,, is open key of the
neighbor on the left, X, is values obtained at the
second stage.

Note that all indices are calculated modulo N .
The main advantage of the Burmester-Desmedt
protocol is scalability: the protocol is executed in
just two rounds of interaction, regardless of the
number of participants.

The third level of protection in the proposed
method is the hashing of the shared secret obtained
in the Diffie-Hellman protocol:

CS =Hash(CS,),

Building a Tent map
to generate
session PRS

Y

Formation of a group of
confidential users

v

Agreement of a common
secret at the Montgomery
EC

v

Hashing
the common secret

v

Encrypting the Tent
short key

v

Keyll sening
to confidential users

where Hash is a standardized hash function (for
example, SHA -3), CS, is x-coordinate of the point
CS.

Received meaning CS'is the key with which
the short key Keyl of the Tent map is encrypted
(the fourth level of protection ):

k=CS",
Keyll = E, (Keyl).

At the fifth level, the encrypted key Keyll is

distributed to all users. They can generate a session
pseudo-random sequence of Tent map and
encrypt/decrypt confidential images of this session.

The structural and logical scheme of the
developed method is shown in Fig. 1. As can be seen
from Fig. 1 developed method contains 5 levels of
protection.

Short Key for Tent Keyl!

—————————— >
Level 1
U, u,,...U,
—————————— >
cs
—————————— >
Level 2
CS'=Hash(CS,)
Level 3
Keyll=E(Keyl)
—————————— >
Level 4
Session Tent PRS
—————————— >

Fig. 1. Structural and logical scheme of the developed method
Source: compiled by the authors
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SIMULATION MODELING OF THE
METHOD

Software simulation of the method was carried
out on the Win 10 (64-bit) platform with an Intel
Core i7-9750H processor with a frequency of 2.60
GHz and 8 GB RAM. A modified map Tent with a
set of short Kkeys has been created
Keyl, =[223, 2.07081}, 0.001, 0.9], j=1..,6.

The group of confidential participants was selected
in the composition of N = 5, 10, 20, 30. The
Curve25519 curve [19] was chosen as the
Montgomery elliptic curve. It was developed by
Daniel Bernstein and is one of the most popular
elliptic curves for cryptographic applications.

The curve is given by the equation:

y? =x° +486662X% + X

The form of curve shown in Fig. 2.
The curve is defined over a field [F, with a
simple modulus p=2%°-19 (hence its name).

Curve Curve25519 is recommended for use NIST
thanks to a number of advantages .

— A large order of the group, which is
2% 1 27742317777372353535851937790883648493
made up of a high level of security.

— Fast operations. Algorithms for performing
operations on Curve25519 are optimized for speed.

This allows you to efficiently perform operations
even on devices with limited resources.

— A small number of operations. Calculation of
points on a curve requires fewer operations than for
other curves, which makes it more productive.

The generator point Gis selected with
coordinates G = (9, y;). Significance x; = 9 it was
chosen because this value is small and simple, which
simplifies further calculations.

SHA -3-256 function (Keccak) was used for
hashing.

For encryption Keyll =E, (Keyl) the block

cipher standard is applied AES -256. In progress
modeling were programmatically implemented both
the Diffa-Hellman protocol and the Burmester-
Desmedt protocol. The processor time T was
registered for performing all operations according to
the scheme in Fig. 1.

The modeling results are shown in Table 1.

Table 1 demonstrates the high efficiency of the
protocol Burmester-Desmedt.

In addition, the data in Table 1 indicate the
scaling of the method using this protocol: with the
increase in the number of users N e economy
processor time compared to application protocol
Diffie-Hellman noticeably increases Modeling con-
firmed the developed method correctness based on
algorithmic ones solutions and the operation of the
method in a time scale close to the real one.

T T T T T
—500400—-400000-300000-200000-100000

T T T
100000 200000 300000 X

Fig. 2. The form of Montgomery Curve25519

Source: compiled by the authors
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Table 1. Costs processor time for filling full CONCLUSIONS

sequence operations (Fig. 1) A method for operative sharing confidential

Number of Ts Ts images among a group of trusted users has been
group Coordination Coordination developed. The confidentiality of the images is
members common secret common secret ensured by the use of encryption with the use of
N according to the | according to the pseudo-random sequences based on the modified
Diffie-Hellman Burmester- chaotic map Tent. In addition, a protocol for forming

protocol Desmedt protocol | 3 group of trusted users, who are allowed access to

5 2,18 0.86 images, has been developed. Image security is
10 3.98 1.23 ensured by five levels of protection. The protocol is
based on the application of operations on elliptic

20 734 3.44 curves. Simulation modeling of the developed
30 13.43 5.65 method was carried out. The simulation

demonstrated the performance of the method in a
time scale close to the real one, and scaling based on
the fast Burmester-Desmedt protocol.
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AHOTALIS

[udpyBanus 300paXkeHb BUCOKOI PO3MIIBHOI 3[]ATHOCTI Biflirpae KIIOUOBY pojib y 3abe3medeHHi iX KOHDiOeHIIHHOCTI Ta
miicHocTi. BpaxoByroun crpiMke 3pocTanHs Tpadiky Takux 300pakeHb y BiIKPUTHX KaHAIaxX 3B'I3KYy, po3po0OKa HOBUX METOIIB Ta
3ac001B IXHBOTO 3aXHCTY CTA€ BCE OLIbII AKTYAJbHOI. MeTO0I0 JaHOr0 A0CTiIMKeHHS € PO3pOo0Ka Ta MOAETIOBAHHS METOIY OOMiHY
KOH(iIeHIIHHUMH 300pakKeHHSIMHU [JIsl TPYNH AOBIPEHUX KOPUCTYBadiB. Y TMPOLECI MOCTiIKCHHS 3aCTOCOBYBAIUCS MeETOAU
U pyBaHHs 3 XaOTHYHUMH BiIOOpaKEHHAMH, KpunTorpadii Ha eTiNTHYHUX KPUBHX, Y3TOKCHHS 3aTaTbHOTO CEKPETY 3a PI3HUMHU
nportokoaamu. OJHI€I0 3 BUMOT JIO METOAY, IO PO3POOJISETHCSA, € HOro (yHKUIIOHYBaHHA B Macmrabi yacy, ONM3BKOMY 0
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peansHoro. lle mos'13aHo 31 mBHAKMM crapiHHAM iH(opMarii y 300paskeHHSX, IO MiAJSATaloTh aHANi3y y rpymi. B ocHoOBy
JIOCTI/UKEHHST TIOKJIAZeHO METOJ TeHepallii IICeBJOBHIIAJKOBOI ITOCIIIOBHOCTI 3a JOMOMOrol0 MOIH(iKOBAHOTO XaOTHYHOTO
BigoOpaxeHHs: Tent. KopoTkuii kimtod, sSIKMH MICTHTB ITapaMeTpPH IHOTO BiIOOPayKEHHsI, EPEIacThCsl TOBIPEHUM KOPHUCTyBadaM, SIKi
YTBOpIOIOTH  Ipymy. Jlami KOXKEH KOPHCTYBad MOXKE pO3TOPHYTHM KIIOW Yy IICEBJOBHIIQAKOBY IIOCHIJOBHICTH Ta
3ammdpyBati/posmmdpyBatn 300paxeHHs mmdpom Beprama . I'pyma moBipeHHX KopHcTyBadiB (OPMYETHCS 3a IPOTOKOIOM
Hid¢i-Xennmmana abo 3a nmporokonoM bypmecrepa-J/lecMenra Ha eninTUYHUX KpUBUX. [IpoaHati3oBaHO 3 OISy 00YMCITIOBATBHUX
BUTpar Kpusi Beitepmrpacca, Montromepi ta Ensapnca. SIk poboda eninTudHa KpuBa oOpaHa kprBa MoOHTromepi SIK HaHOigbII
€KOHOMIYHa B OOYMCITIOBAIEHOMY BigHOIIEHHI. J[JIs mepenadi 10 TPYIH JIOBIPEHHX KOPHCTYBadiB KOPOTKHH KIIOY BiOOpa)kKeHHS
Tent mudpyeTbess OGIOKOBUM IMUPPOM 13 3aralIbHUM CEKPETOM B SKOCTI KiFoua. Po3pobieHnit METoT MPOMOJIETIEOBAHO JITsSl KPUBOL
Monrromepi Curve25519. be3neka 300paxkeHb Ta ix KOH(iIEHIIHHICTD 3a0€3MeUyeThCs M'SITEMa piBHAME 3axucTy. B pesyabrari
BCTAHOBJIEHO, 10 (HOPMyBaHHS TI'PyNH 3a HpOTOKoioM Bypmecrepa-llecmenta 3abesmedye poOOTy MeTomy y macmrabi dacy,
OJIM3BKOMY JI0 PEALHOTO, Ta BUCOKUI piBEHb MacIITaOyBaHHSL.

KirouoBi cioBa: xaormyne meperBopeHHs Tenr; mmdp Bepnama; mporokon ipdi-Xemmmana; npotokon Bypmecrepa-
JHecmenra, eninTrnaHa kpruBa MoHTrOMeEpi
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