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ABSTRACT

The rapid development, implementation in all spheres of human activity and the growing responsibility of the functions of the
Internet of things systems tighten and complicate the requirements for the reliability of their design decisions at the development
stages and operability during the implementation of implementations. Well-known methods of verification of projects and
implementations are based on the means of systemic, structural, functional, design and technological analysis and synthesis of
Internet of things systems. However, their capabilities do not underestimate the feasibility of developing formalized models and
verification methods. This study presents the elements of technology and the steps of the behavioral verification methodology of
functional level projects for Internet of things systems represented using Petri nets. General verification is represented by three stages
- the analysis of the correctness of the general structural and functional properties, the actual verification of inter-level and inter-
component interactions, behavioral online and offline testing in the class of functional type errors. In the proposed analysis, the basic
entities and relationships of the Internet of things systems are determined and verified architectural level, defining the structure,
components, functions, interfaces, asynchronous-event interactions and represent elements of Petri nets - their positions, transitions,
arcs, functions, markup. Online and offline testing for dynamic verification of the behavior of the Internet of things systems is carried
out on the basis of, respectively, the background or special formation of many process threads in the Petri net, activated during its
modeling and covering the Petri net objects. This paper presents general estimates of resource and time costs for the design of
Internet of things systems without verification and with verification, showing their reduction in the event of design errors, redesign
and application of verification. Verification is illustrated by the example of Petri nets simulating an automatic lighting system.
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INTRODUCTION The conceptual borrowed multi-agent loT, involving

The rapid development of the Internet has led to
the emergence of a new concept for the Internet of
Things (IoT). A feature of IoT is that the union of
computers and people is transformed into a union of
intellectual things [1, 2], [3]. Currently, a developed
concept and related technologies have been formed
in 10T, and here they are being rapidly deepened and
expanded with the prospect of covering the 10T of
the entire global network. It can be noted that the
Internet is transforming into a significantly
sophisticated, intelligent and truly global version of
I0T. This is due, in particular, to the fact that the
number of devices that provide and use an
expanding list of Internet services is growing
exponentially, now reaching almost everyone with
the help of new communication technologies. A
powerful distributed and shared source of a wide
variety of information, computing, communication,
management, intelligent services provided to end
users has appeared and is rapidly developing.
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the use and development of the properties of
autonomy, mobility, intelligence and
cooperativeness, provides a high level of flexibility,
operational reconfigurability of 10T to the current
state of the hosting environment [4, 5], [6, 7].

IoT is an approach to connecting a wide variety
of services received from various sources on any
virtual platform or Internet infrastructure. In 1999,
Bill Joy defined the connections between devices in
the Internet taxonomy [8, 9], and Kevin Ashton
coined the term “Internet of Things” for related
devices. The basic idea of IoT is to provide the
possibility of an autonomous exchange of services
between uniquely identifiable devices in the real
world, which are now increasingly supporting radio
frequency identification (RFID) and wireless sensor
networks (WSNs), which allow them to make
independent decisions depending on what action
performed [7].

Many of the indicated integrable properties and
mechanisms of 0T, both borrowed and proprietary,
the responsibility, and often the criticality of the
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application, place high demands on the reliability,
design and functioning of I1oT. In particular,
verification of projects and realizations of loT
implementations at system-functional level seems
relevant and not trivial [9, 10], [11, 12].

Applied mathematical base of verification of
systems of Internet of Things (loT) and their
projects on high functional level may be based on its
formal specifications with the use of corresponding
high-level structural and functional linguistic
foundation. This base may include automata [10]
and Petri nets [13, 14], [15, 16], [17, 18].

THE PURPOSE OF THIS ARTICLE

The main goal of this work is increase of
completeness and accuracy of modelling and
verification. Tasks to be solved include behavioral
verification and testing of architectures and
processes for 10T systems on the basis of Petri nets.

SYSTEM BEHAVIORAL VERIFICATION OF
I0T SYSTEMS

The objects of behavior of loT are taken as
input for Petri Nets and include: a) specifications of
the technical description of the architecture of
components, subsystems loT and IoE-based systems,
as well as such systems, defining the structure of
topological relationships, functions, information
objects, interfaces of topological interactions, the
temporal behavior of functions and scenarios; b)
previously prepared Petri nets, set accordingly
behavioral models of process, components, 0T
systems, for which system behavior verification are
needed [19, 20], [21, 22].

The following objects are considered as output
objects for Petri Nets: the obtained correct, verified
Petri nets, representing functional models of process,
components, subsystems of loT systems, system
verification, obtained special conditions, parameters
and scenarios of such verification, and also special
the results of the fulfillment of conditions, the
application of parameters and scenarios [23, 24],
[25, 26], [27].

Models and methods for analyzing the
functioning of Petri Netscan are used in processes of
verification of the various aspects of behavior of the
IoT systems and their components [28, 29].

Features in verification of processes in
functioning of the loT systems, their components on
the basis of their representation by asynchronous,
multiprocessing enhanced and hierarchical Petri nets.

Simulation is the imitation of the operation of a
real-world process or system over time. The act of
simulating something first requires that a model be
developed, this model represents the key
characteristics or behaviors/functions of the selected

physical or abstract system or process. The model
represents the system itself, whereas the simulation
represents the operation of the system over time. As
before, verification are independent procedures that
are used together for checking that service or system
meets requirements and that it fulfills its intended
purpose. The behavioral online and offline testing
the conformity of the behavior of the system under
check to the behavior of the reference system, in the
mode, respectively, for the first, basic operating
functioning and, for the second, specific testing
functioning.

Behavior modeling of features for functioning
of 10T systems using Petri Nets. Behavior modeling
is performed taking into scenarios and functions of
the architecture of IoT for interactions of ports and
interfaces into inter-component structure. The
functional features of 10T and also their processes
affect the classification of Petri Nets with special
functions input/output, storage, processing for loT.

Behavioral analysis of loT systems is focused
on the modeling and verification of the basic,
component, interface and subsystem functions
presented at the system level of the loT architecture.

Thus, these tasks are defined as follows actions
correctness, verification, testing [28].

Correctness proves existence of reference
structural properties and includes the two stages.

— First stage and its steps for correctness
confirms, that the model has the preference
properties of: absence of static locks; completeness;
unambiguous correspondence of states; lack of
redundancy; limitedness; lack of dynamic locks;
self-synchronization; partial correctness; complete
correctness; security; liveliness.

— Second stage and its steps lowers the
dimension of the model of achievable states due
steps: analysis of the achievable states and markings;
structural and functional decomposition; previously
created “equivalent” states; limiting the number of
parameters and detectable errors.

Verification proves compatibility of the
specifications for the service objects of verifiable
and adjacent levels and includes the two stages.

— First stage proves that specification of the
lower level, that are used by these service objects, is
consistent with the description provided by the
verified level.

— Second stage proves that specification of the
higher level, that uses these service objects, is
consistent with the description provided by the
verified level.

Behavioral online and offline testing proves
existence of special subject functional properties and
includes four stages.
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— First stage consists in verifying, that the
behavior of the system on the conceptual boundary
with the environment corresponds to the intended
one.

— Second stage allows to get test scenarios,
recognizing and checking experiments in terms of
abstract service primitives and data elements of the
system.

— Third stage consists in passive recognizing
experiment by behavioral on-line testing. This
experiment is based on a method of recognizing
behavioral automata check in the external flow of
the system's operational functioning based on the
identification of reference states in the first step.
Experiment establishes the correspondence of the
reference and verified models by searching for
recognizing fragments in a fixed operational
behavior of the real system in the second step.

— Four stage executes an active checking expe-
riment by behavioral offline testing. This experiment
is based on a formal method of constructing
behavioral automata checks in the internal specially
formed flow of test functioning of the system based
on the identification of reference states in the first
step. Experiment establishes the correspondence of
the reference and verified models by the embedding
of checking fragments in the constructed test
behavior of the real system in the second step.

REALIZING OF BEHAVIORAL
VERIFICATION OF IOT SYSTEMS

The aim of the work is applying the methods
of behavior verifying of the functional models of
0T systems by Petri nets environment

General objectives include familiarization
with: the fundamentals of model verification, in
particular, based on the use of intuitive — “manual”,
full-selection, and automata testing in the
“promotion” method; the principles of operation and
the basics of using the environment CPN Tools,
which provides a formal performs the basic
functional, event-time modeling and verification of
loT systems and their projects.

Tasks of realizing of verification includes:
constructing of models of loT system implemented
at the application level; performing verification of
IoT system models based on CPN Tools
environment.

Goal of realizing of verification includes:
analysis and subject optimization of the complexity
of the design, verification and redesign of the loT
systems; assessment and subject optimization of the
length, multiplicity and completeness of verification
checks for designing of 10T systems.

Procedure for performing formal Petri nets
models of the architecture of some IoT system and

its verification scenarios include eleven realizing
stage:

1. Construction behavioral models of the
architecture selected according to the loT system
task — activity diagram and state diagram.

2. The upper estimate of the complexity of the
behavioral analysis of input UML diagram is
performed using a simplified formula for basic
entities and relations.

CumL = a*(ne+n+3*n;), (1)

where: ne is the number of classifiers of the diagram
entities;

ne? is the number of cells in a square matrix of
possible relationships between entities;

n, is the number of real assigned ratios of the
diagram, the multiplier “3” means the need to
consider both the relation r itself and the two entities
el and e2 incident to it; a — conditional coefficient
of abstraction level (for technical specifications — 3,
structural-functional — 2, object-component — 2,
event-time — 1, automata-algorithmic — 1).

3. Construction a script for behavioral
verification of properties based on a full-choice
testing method for constructing a path covering all
entities for each of the selected diagrams and
determining the path length.

4. The upper estimate of the computational
complexity of the covering path (including its
construction) using the simplified formula:

Cpath = a*(n92/2+nr). (2)

5. The upper estimate of the reduced
complexity of the construction due to the use of
behavioral verification script in comparison with the
case of redesign in case of an error, when the
complexity of the analysis and construction of input
UML diagram is doubled, using the simplified
formula:

CAc = 2*Cum — (Cum+Cpan) =

=a*(ne+ Ne’/2 +2*n;).

®3)

6. Visual construction of Petri nets in the CPN
Tools according to the input UML diagrams of the
loT system based of activities and states.

7. Determination of the upper estimate of the
complexity of the analysis and the construction of
Petri nets using a simplified formula for their entities
— positions, transitions, chips and relations for them:

Cretri = a*(Ne+ng+4*ny), (4)

where: ne, is the number of position classifiers, ne is
the number of transition classifiers,

Nem IS the number of chip token classifiers,
Ne=Nep+NertNem; Ng=Nep*Net*Nem IS the number of cells
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in the three-dimensional matrix of possible
relationships between entities; n, is the number of
real assigned ratios of the diagram, the multiplier
“4” means that it is necessary to consider both the
relation r itself and the three incident entities e1p, ez,
esm; @ — conditional coefficient of abstraction level
(for technical specifications — 3, structural-
functional — 2, object-component — 2, event-time —
1, automaton-algorithmic - 1).

8. Constructing of scenarios of static and
dynamic verification of selected properties of Petri
net based on CPN Tools for:

— step-by-step simulation;

— end-to-end modeling;

— constructing a graph of attainable markings;

— matrix definition of position and transition
invariants.

9. Construction of the test, as a covering all the
positions and transitions of the Petri net based on
recurring behavioral testing, and determining the
length of this path.

10. The upper estimate of the complexity of the
covering path using the simplified formula:

Cretripath = a@*(Ng/3+ny). (5)

The upper estimate of the reduced complexity
of the construction due to the use of the behavioral
verification scenario in comparison with the case of
re-design in case of an error when the complexity of

analyzing and building the Petri net doubles, using
the simplified formula:

CAc = 2*Cpeyi — (CPetri"'CPetriPath) =
=a*(ne+2ny/3+3*ny). (6)

Examples of verification of Petri nets

The design and verification of the architecture
of the IoT system selected according to the setting
option using Petri nets. Two type of Petri nets
demonstrate the design and verification of loT
system.

Activity Chart. The first step of the behavioral
description of 10T system is the actions that can be
performed, a convenient type of diagrams for this is
an activity diagram, and they can also use a simpler
and more familiar language of flowcharts — graph
diagrams — instead. They describe the main user
actions when working with the system. The first
thing that is required of the user is to enter the
premises, thereby causing the motion sensor tripped
to work, then enter the flow time of the day. Next,
the system includes the corresponding mode. After
that, the user sets a valid value for the light level for
the specified mode. Further, the user is given a
choice: to continue working with the system or not.
In case of agreement, the system returns to the time
setting.

The logic of work is in the form of activity
diagrams (see Fig. 1)

o

[otherwise]

[day]

(—\ﬁmsm "
Input the time of day

[night]

¥

¥

[ Set the value of daytime lighting ] [ Set the value of the lighting at night ]

[continue] J/\[oth erwise]

[otherwise] i [continue]

®

Fig. 1. Activity diagram of the lighting system

Source: compiled by the author

Entity verification for the diagram:

— Actions: enter the stream time of day (Input the
time of day), set the allowable value of the lighting
level for day mode, and set the allowable value of
the level of light for night mode.

— Relations-transitions:  start —  branching;
branching — time; time — branching; branching —»
values by day; values by day — branching;
branching — time; branching — end; branching —

values at night; values at night — branching;
branching — time; branching — end; branching —
end.
— Constructions  for
branching; compound.
The verification of entities of a diagram of the
illumination system activity is performed on the
basis of a test of coverage — an interactive program
enumeration of complete simple paths from start to
final vertex, covering all verification entities.

registration  transitions:
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Set of complete simple paths includes six paths:

— (start, branch, time set, branch, set by day,
branch, and end) is a simple way;

— (start, branch, set time, branch, set values at
night, branch, end) is a simple way;

— (start, branch, set time, branch, set values by
day, branch, (set time, branch, set values by day,
branch) end) - a simple loop is nested,;

— (start, branch, set time, branch, set values by
day, branch, (set time, branch, set values at night,
branch) end) — a simple loop is nested;

— (start, branch, set time, branch, set values at
night, branch, (set time, branch, set values at night,
branch) end) — a simple loop is nested;

— (start, branch, set time, branch, set values at
night, branch, (set time, branch, set values by day,
branch) end) — a simple loop is nested.

Consequently, the combinatorial-enumerated
number of possible paths that differ in the input data is
six. The upper complexity estimates are of the form:

CumL = @*(ne+ne?+3*n;) =
=3%(7+72+3%6) = 222
Cranh = a*(ne?/2+ny) =
=3%(7%/2 +6) = 91,5.

Lpaty = 7+9+6 = 22
Ac = a*(ne+ N2 +2*n,) =
=3%(7+7%2 +2*6) = 130,5.

\\

Reducing the computational complexity of
analysis and design through the use of an automated
local verification script amounted to 130.5
conventional units of analysis.

State diagrams. State diagrams (statechart
diagrams) show the possible states of components or
the system as a whole, transitions between them in
response to any events and actions performed during
this. States can be arranged hierarchically, they can
be decomposed into parallel substrates. A subsystem
can have global (within its framework) variables
storing some data. The values of these variables are
common parts of all depicted states. The peculiarity
of the state diagram is the use of a modified
association of state transitions, not transitions —
message exchanges, as well as the possibility of
representation of all scenarios as relations. And also
in the temporal, rather than spatial, character of the
representation of transition relations.

Verification of the state diagram, checking all
the scenarios or their essential part, is more complex
(up to NP-complex for non-trivial diagrams with
tens and hundreds of entities). Reducing the NP-
complexity can be achieved through the use of
behavioral testing and decomposition methods.

The logic of work is in the form of state
diagrams (see Fig. 2).

ﬁ

Teminate lighting

Define Iighting:/

motion sensar tipped Determining the time of day
Start
processmg

choose selection

Mode selection

choose selection

Set the value of daytime Iighﬁng]

()

Define lighting

T

Set the value of the lighting at night]

Fig. 2. Lighting system statechart diagram

Source: compiled by the author

Entities verification of the state diagram:

— States: Idle, Determining the time of day,
Mode selection, Day, Night, Set the value of
daytime lighting, Set the value of the lighting at
night, StartOut, End, Startin.

— Relations of the modified association - state
transitions:  StartOut —start()—>system; system
—start()—>Startin; Startin —start()—Idle; Idle —

motion sensor tripped — Determining the time of
day; Determining the time of day — processing —
Mode selection; Mode selection — choose selection
— Day; Day — Define lighting — Set the value of
daytime lighting; Set the value of daytime lighting
— Terminate lighting — Idle; Mode selection —
choose selection — Night; Night — Define lighting
— Set the value of the lighting at night; Set the
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value of the lighting at night — Terminate lighting
— Idle; StartPage —back()—>system; system
—back()— End.

A formal verification of entities of a given,
relatively simple state diagram is performed on the
basis of a complete transition coverage test — one of
the possible Eulerian paths through association
relations (transitions — calls to the corresponding
methods) from the initial Start entity to the final
End, covering all wverification entities, with
registration of results and their interactive
verification, in particular, of the property values
against the standards (architectural objects and
association relations).

The upper complexity estimates are the form:

Cumi = a*(Ne+ne’+3*ny) =
=3%(10+10%+3*11) = 429
Cranh = a*(ne?/2+ny) =
=3*(10%2 +11) = 183
Lpah = 14249 =12
Ac = a*(Ne+ N2 +2*n;) =
=3*(10+10%/2 +2*11) = 246.

Reducing the complexity of analysis and design
through the use of behavioral verification script
amounted to 246 conventional units of analysis.

CONCLUSIONS

The formation of a knowledge system of a
formalized analysis and synthesis of Internet of
Things systems is becoming an important part of the
process of training specialists in the field of
computer science. Such formalization presupposes a
formal study of the models of the components of loT
as a whole, the verification of their properties and
the process of functioning. At the system behavioral
level of 10T, research is carried out for components,
subsystems and 10T as a whole, taking into account
their functional features.

In this work behavioral modeling and
simulation of IoT systems is considered using Petri
nets. Behavioral models, correctness analysis,
verification
and testing of architectures and processes of loT
systems based on Petri nets, that are focused on the
analyses of general, component and interface
functions, presented at the behavior of the IoT.
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AHOTALISA

LIBuaKuii PO3BUTOK, BIPOBAKCHHS Y BCiX cepax JIFOACHKOI ASUTBHOCTI Ta 3pOCTaioya BiNOBiAaIbHICT QyHKIIH [HTEpHET-
CHCTEM peueil HOCHITIOIOTh 1 YCKIaJHIOITh BUMOTH 10 HAIIHHOCTI X MPOEKTHHX PillIeHb Ha eTarax po3poOKH Ta Mpane3aaTHOCTI Hix
4ac BIPOBA/DKCHHS B JKUTTS. 3arajJbHOBIZOMI METOIM IEpEeBIPKHM NPOEKTIB Ta peai3amiii 0a3yloThCs Ha 3ac00aX CHCTEMHOTO,
CTPYKTYPHOTO, (DYHKI[IOHAIFHOTO, KOHCTPYKTOPCHKO-TEXHOJIOTIYHOTO aHali3y Ta CHHTe3y IHTepHer-cucteM peueil. OpHak ixHi
MOJJIMBOCTI HE 3aHMKYIOTH JOIIBHICT PO3pOOKH (hopMaizoBaHUX MOJENel Ta METOIIB MEPEBIpKH. Y IbOMY JOCIIIKCHHI
MIPE/ICTABIICHI €JIEMEHTH TEXHOJIOTII Ta eTall METOAOJIOTIi MepeBipKU MOBEIiHKH MPOEKTiB (QYHKIIOHAIBHOTO piBHA Uit [HTEepHeT-
CHCTEM pedeil, MpeiCTaBIeHHX 3a JoIoMororo Mepex Ilerpi. 3aranbHa mepeBipka NpeacTaBieHa TphOMa €TamaMH - aHaji3
MPaBWIBHOCTI  3aralIbHUX CTPYKTYpHUX Ta (YHKLIIOHAJbHUX BIIACTHBOCTeH, (akTM4yHa mepeBipka MDKpIBHEBUX Ta
MI>KKOMITOHEHTHHX B3a€MO/Iiif, MOBEIHKOBE TECTYBAaHHS B PEKUMI OHJIANH Ta oQuiaiiH y KiIaci MOMUIOK (YHKI[IOHATBHOTO THITY. Y
3alpONOHOBAHOMY aHalli3i BU3HAYAIOTHCS OCHOBHI CYTHOCTI Ta B3a€MO3B'SI3KM CHUCTeM pedell [HTepHeTy peuell Ta mepeBipsIFoThCS
apXiTEeKTypHUH piBeHb, L0 BH3HAYa€ CTPYKTYpY, KOMIOHEHTH, (yHKIil, iHTepdelicu, B3aeMonil aCHHXPOHHO-TIOMIH Ta
MIPE/ICTABISIIOTE eleMeHTH Mepex Ilerpi - ixHi mo3uuii, mepexoau, ayru , GyHkuil, po3mitka. TecryBanHs B [HTepHeTi Ta oduaiin
JUISl TUHAMIYHOI TepeBipKU MOBeAiHKM B [HTepHeTI cucTeM pedell MPOBOAWTHCS HA OCHOBI BiANOBiIHO (OHY abo CIeIianbHOro
(dopMmyBaHHS GaraThbOX TEXHOJIOTIYHUX MOTOKIB B Mepexi IleTpi, akTHBOBaHUX MiJ 4Yac il MOJEIOBAHHS Ta OXOIUICHHS 00'€KTiB
Mmepexi [etpi . ¥V miit po6oTi npeacrapieHi 3araibHi OLIIHKY BUTPAT PECypCiB Ta 4acy Ha MPOEKTYBaHHs [HTepHeT-cucTeM pedeit 6e3
nepeBipku Ta 3 BepHdikaliero, MOKa3aHO iX 3MEHIIEHHS Y pa3i NMOMHJIOK INPOEKTYBaHHS, IepepoOieHHs Ta 3aCTOCYBaHHS
Bepudikarii. [TepeBipka mpoigrocTpoBaHa Ha MPUKIAAL Mepex [leTpi, mo iMITYIOTh aBTOMAaTHYHY CHCTEMY OCBITJICHHS.

KnawouoBi caoBa: cucremn IHTepHET peueif; moBemiHkoBa Bepubikamis, Mepexa I[leTpi; TOKPHUTTS TEPEBIpPSIOTHCS
BJIACTHBOCTEH; CKIIaIHICTh BepUdiKamii

DOI: https://doi.org/ 10.15276/aait.04.2019.4
Y]IK 004.738:004.94

MOBEJIEHUECKASI BEPUOUKALIMSI CHCTEM MHTEPHETA BEIIEN HA
OCHOBE CETEM NETPU

Adexcanap Hukonaesna MapThiniok”

ORCID: http://orcid.org/0000-0003-1461-2000, anmartynyuk@ukr.net, Scopus ID: 57103391900
Anekcanap BanentunoBuy IIno3n?

ORCID: https://orcid.org/0000-0002-9160-5982, amberk4@gmail.com, Scopus ID: 55388226700
Cepreii Anaronbesny Hecrepenko?

ORCID: http://orcid.org/0000-0002-3053-0374, sa_nesterenko@ukr.net, Scopus ID: 55386373800
Tamem Axmem?

ORCID: 0000-0003-1461-2000, lukianov@bsu.by

D Onecckuit HaMOHANLHBIH TONMMTEXHUYECKUH yHUBEpcuTeT, Tp. IlleBuenko, 1. Onecca, 65044, Ykpauua

302 Systems analysis, applied information ISSN 2663-0176 (Print)
systems and technologies ISSN 2663-7731 (Online)



Applied Aspects of Information Technology 2019; Vol.2 No.4: 295-303

AHHOTAIMA

bypHoe pasButHe, BHeIpeHHE BO Bce cepbl YEIOBEUECKOIl JEATENbHOCTH U PAacTyllas OTBETCTBEHHOCTb (DYHKLHMH CHCTEM
WHTepHeT Bemel yKeCTOYAIOT U YCIOXKHSAIOT TpeOOBaHMS K HAEKHOCTH MX MPOEKTHBIX pEIIeHHH Ha 3Tamax pa3paboTKu U
PpaboTOCTIOCOOHOCTH MPH peanu3aly BHeApeHuil. 3BecTHbIE METO/IbI MPOBEPKU MPOEKTOB U Pean3aluii OCHOBAHBI Ha CPEJCTBAX
CHCTEMHOTO, CTPYKTYPHOTO, (DyHKIIMOHAIBHOTO, KOHCTPYKTOPCKOTO M TEXHOJOTHYECKOTO aHAM3a M CHUHTE3a CHCTeM MHTepHer
Bemiedl. OIHAKO HMX BO3MOYKHOCTH HE HEJOOIIEHHBAIOT LIEIECCOOOPAa3HOCTh Pa3padOTKH (OPMAIM30BAHHBIX MOJEIEH U METOIOB
MpoBepku. B 3TOM nccinenoBanuu npeacTaBiaeHbl IeMEHThl TEXHOIOTHH M 3Talbl METOAOIOTHH MOBEIEHIECKOH MPOBEPKU TPOEKTOB
(YHKIIMOHATIBHOTO YPOBHS Al cucTeM VHTepHeTa Beliel, MpencTaBICHHBIX C HcIoib3oBaHueM ceteld [lerpu. OOmas nposepka
MIpe/ICTaBlIeHa TPeMs 3TalaMH - aHAIN3 MPABUIBHOCTH OOLIUX CTPYKTYPHBIX M (DYHKI[MOHAIBHBIX CBOMCTB, (hakTHUECKas POBEpPKa
MEXXYPOBHEBBIX M MEKKOMIIOHEHTHBIX B3aMMOJECHCTBUI, MOBEJEHUYECKOE OHJIAH M aBTOHOMHOE TECTUPOBAHME B KJIacCe OIIHOOK
(GyHKIMOHAIBHOTO TUNA. B mpeiaraeMoM aHanmm3e OCHOBHBIE CYITHOCTH M B3aUMOCBSI3U cucTteM VIHTepHeTa Belel onpeaensoTcs
U TPOBEPSIOTCA HAa ApXUTEKTYPHOM YPOBHE, ONpPENENss CTPYKTYPY, KOMIIOHEHTHI, (YHKLIUH, HHTep(heHcHl, B3anuMoaeHcTBUsA
ACHHXPOHHBIX COOBITMH U MPEICTABISAIOT 3JIEMEHTHI ceTeil IleTpu - MX TONOXKEHHs, MEPeXOoAbl, TYrd. , (YHKIHUM, pa3sMeTKa.
OmnraifHOBOE ¥ aBTOHOMHOE TECTHPOBAHHUE ISl TUHAMUYECKOH MPOBEPKH MOBEICHHUS CUCTEM MHTEPHETA BEIlleH OCYIIECTBIAETCS Ha
OCHOBE, COOTBETCTBEHHO, (DOHOBOTO WIHM CIHEIHATbHOrO (OPMHUPOBAHUS MHOTHX IOTOKOB mpoueccoB B cetu Ilerpw,
aKTUBUPOBAHHBIX MPH €€ MOJESTHPOBAHUHM U OXBaThIBAIOIINX 00BEeKTH ceTH I[lerpu. B 3TOM MOKyMeHTe mpeiacTaBieHbl OOIIue
OIICHKH 3aTpaT PecypcoB M BPEMEHH Ha IIPOSKTHPOBAHUE cucTeM MHTepHeTa Beeil 6e3 IpOBEpKH U ¢ MIPOBEPKOMH, ITOKa3bIBAIOIIIE
UX CHIDKCHHE B CIydae OIIMOOK MPOEKTHPOBAHMS, IIEPENPOSKTHPOBAHNIE U IPUMEHEHUE NTPOBEpKH. [IpoBepka MpomnIIoCTprpoBaHa
Ha npuMepe cereif [leTpy, IMHUTHPYIOINX aBTOMAaTHIECKYIO CHCTEMY OCBEIIICHMS.

KmioueBble cioBa: cucrembl VIHTepHeT Bemed; moBemeHUYeckas BepU(HKAIWs, ceTb [leTpH; MOKpBITHE IPOBEPSEMBIX
CBOWCTB; CII0)KHOCTh BepH(DUKAIHH
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