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ABSTRACT

A fundamental problem in distributed computing systems is to make the same decision on an issue. The consensus protocol de-
scribes a process to agree on some data value that is needed during computation. The work is devoted to development of the consen-
sus algorithm based on the Nxt consensus protocol which can be implemented to blockchain systems with PoS (Proof-of-Stake). PoS
consensuses based on node balances, and unlike PoW (Proof-of-Work) methods, are environmentally friendly and more energy effi-
cient. Nowadays such types of consensuses are getting more popular. However, they remain less scrutinized than PoW. Moreover,
there are some attacks and threats that cannot be completely resolved under PoS consensuses, and in particular under the Nxt. In this
article we propose a modification of the Nxt protocol which solves some problems of PoS in accordance with modern requirements.
The asymmetric method was used to select the best Nxt consensus parameters for decreasing of the blocktime variance. This im-
proves the performance and reliability of the entire blockchain system eliminating the risk of disruptions due to overflowing the
transaction pool. For the Nxt consensus protocol researching, the mathematical simulating model was developed using Anylogic 8.4
software. Implementation of economic leverages (tokenomics), which we called Proof-of-Greed approach, allows to prevent some
types of attacks, e.g. large stake attack, and to set a fair market-based transaction fee. The using of economic mechanisms to protect
distributed systems allows to prevent a number of attacks that are resistant to cryptographic methods. But at the same time, the to-
kenomics of the system should be strictly consistent with the protocols for the functioning of all system objects, combining them into
an integrated unitary ecosystem. Also, a payback period of harvesters was investigated within Proof-of-Greed protocol. The parame-
ters of such approach for sustained operation of a network were obtained as a result of mathematical simulating with Anylogic 8.4
software. The Proof-of-Greed approach can be implemented not only in the Nxt consensus but in some other blockchain systems
based on PoS consensuses.
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INTRODUCTION

As well known, distributed systems have a lot
of advantages but they are inferior in speed to cen-
tralized systems [1, 2]. Our goal is to handle the per-
formance demand in PoS (Proof-of-Stake) block-
chain systems [3, 4], which use the Nxt consensus
[3, 4], [5]. In blockchain systems based on PaoS, the
harvester account gets reward when it successfully
creates a block. Thus, there must be an approach to
define (generate) the next valid block. Such process
is called forging.

In the standard version of the Nxt consensus
blocks are generated every 60 seconds, on average,
by network accounts that are unlocked for forging
[5]. However, we have to provide decreasing of the
forging time as well as increasing when the need
arises. Thus, there is the problem of selecting pa-
rameters of the existing algorithm to forge block for
the required time.
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There is no commission adjustment framework
in blockchain systems. A user can give a commis-
sion less than necessary or even more. Generally, a
transaction fee is paid in tokens. However, token
rates can fluctuate widely in relation to stable cur-
rencies. It leads to wide variation in prices over time.
We propose the method Proof-of-Greed as an addi-
tion to the Nxt consensus which solves this problem.
Such approach allows setting a fair market-based
reward for transactions.

In relation to these modifications, the important
question arises: what is the best harvester strategy to
get the maximum profit and to decrease the payback
period? The optimal parameters can be obtained with
simulating. In addition, in such case, one should take
a deep look at appeared new types of attack.

OBJECTIVES OF THE STUDY

Development and simulating of approaches to
improve the block time characteristics of the Nxt
consensus algorithm and to empower one by eco-
nomic leverages.
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RELEVANCE

In the recent years there was a burst of popu-
larity of PoS blockchain systems. Unlike systems
based on PoW such as Bitcoin and Ethereum, where
miners must solve complicated cryptographic puz-
zles in order to create blocks, in PoS-based systems
the creator of the next block is chosen in a determin-
istic (pseudo-random) way. The probability to be
chosen depends on its stake, activity and reputation
[3]. POW consensus demands high computation re-
quirements and high energy costs to protect against a
double-spending attack and a threat of centralization
by mining pools in comparison with PoS [7]. It is a
disadvantage for some types of blockchain systems.
Nowadays, PoS consensus methods, and in particu-
lar the Nxt, are being developed actively [8, 9].
Hence, there is a need to take into account modern
challenges and to modify the standard version of the
Nxt consensus.

RESEARCH METHODS

The simulating was fulfilled using AnyLogic
8.4 software [10]. The special models were devel-
oped to obtain the best parameters of the Proof-of-
Greed consensus achieving these objectives.

1. Block Creation (Forging)

Two values are key to determining which ac-
count is eligible to generate a block, which account
earns the right to generate a block, and which block is
taken to be the authoritative one in times of conflict:

— T, — previous base target;

— T, — calculated base target.

Each block on the chain has a generation signa-
ture parameter. To participate in the block forging
process, an active account digitally signs the genera-
tion signature of the previous block with its own
public key. This creates a 64-byte signature, which
is then hashed using SHA256 algorithm. The first 8
bytes of the resulting hash are converted to a num-
ber, referred to as the account Hit.

The Hit is compared to the current target value.
If the computed Hit is lower than the target, then the
next block can be generated. As noted in the target
value formula (see below), the target value increases
with each passing second. Even if there are only a
few active accounts on the network, one of them will
eventually generate a block because the target value
will become very large. Therefore, you can calculate
the time it will take any account to forge a block by
comparing the account Hit value to the target value.

This base target value varies from block to
block, and is derived from the previous block base
target multiplied by the amount of time that was re-

quired to generate that block using a formula that
ensures S, seconds average block time over the last
three blocks.
Each account calculates its own target value,
based on its current effective stake. This value is
T=T,-5F

where: T — is the new target value;
§ —is the time since the last block, in seconds;

5 _ s the effective balance of the account.

In a situation where multiple blocks are gener-
ated, nodes will select the block with the highest
cumulative difficulty value as the authoritative
block. As block data is shared between peers, forks
(non-authoritative chain fragments) are detected and
dismantled by examining the chains cumulative dif-
ficulty values stored in each fork.

2. Preforging block time

Time adjustment in the Nxt consensus is based
on a few parameters and variables (model A) [11, 12],
[13, 14], [15, 16]:

_ ;1'fa'1-ﬂ.atiu = SD + factor is the max ra-
tio by which the target is decreased when
block time is larger than 3o seconds;

— Mingge, = 59— factor js the min ratio
by which the target is increased when block
time is smaller than 3o seconds;

0<y=064=<1
The base target T is calculated as follows:
IfS > 3o set

min(s, Maxgaeig)
TE:' = Tﬂ .

So

else set

TEF' = Tﬂ . (l - }r - (l - J}}JQ'X{SF;I!HEE:':D}))r
) 0

where the factor parameter makes adjustments grad-

ually and the ¥ parameter is used since the block
time is bounded by 0 from below. The recommended
initial base target depends on the total amount of to-
kens [5].

The developed simulating model with
AnyLogic 8.4 software [10] allows obtaining opti-
mal parameters to achieve any specified average
time between blocks. A number of nodes, distribu-
tions of effective balance and a few initial parame-
ters can also be varied in this model. As an illustra-
tion, the time for the last 3 blocks (the bright line)
and for the last 100 blocks (the dark line) are shown
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on the figure 1 below with the forging time parame-
ter S0 as 15 seconds with factor = 0.765

time of block
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O Average forging time of 3 blocks in seconds
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Fig. 1. The average preforging block time,
model A

Source: compiled by the author

As can be seen in the figure, there is a large
block time problem when preforging time is too
long. Further, the Nxt team proposed to use the al-
ternative formulas for the base target recalculating in
case of 3o = 60 seconds (model B):

IfS$S<0.9-S
setTs =7Tp
IfS>1.1-S
set Ty =Tp-1.1

IfSo<S<1.1-Sp
If 0.9:-Sp<S<Sp

s
set T,=T, - (1 —0.7 - (1 ——))
£ 50

And if the T& goes out of the limiting interval,
set it to the limiting value:

If Tp <09-Ty get Tp=09-Tg:

If To = 3-Tor setTo=3To

Such algorithm should solve the problem of
large blocktimes for good. Also, the blocktimes will
become more “concentrated”, i.e. the variance will
decrease with it (Fig. 2).

Developed simulating model allows to obtain
the best parameters for any given forging time S,
and preferable minimum and maximum time limits.

- 0.93

The average block time depends on the number
of nodes and their stake (balance) distribution. To
reduce the percentage of large blocktime, we pro-
pose to use asymmetrical factors, when Maxg,;i, 1S
greater than Ming,:;, in the model A. Such ap-
proach achieves the result similar to the model B.
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Fig. 2. The average preforging block time,

model B
Source: compiled by the author

Moreover, it provides sharper time decreasing
of the next block after longtime block.

For 3¢ = 15 sec:
Maxggsi, = 15+ 1.025 = 16.025 sec
MingLe, = 15-0.765 = 14.235 sec
with the recommended the initial base target

max( Hit)
Tﬂ - 2 " Sl} - B ,
where B is the effective initial total balance and Hit
is the first 8 bytes of the hash are converted to a
number (hash is digitally signed generation signature
of the previous block).

3. Proof of greed approach

There is no commission adjustment framework
in blockchain systems. A user can give a commission
less than necessary or even more. We propose the ap-
proach Proof-of-Greed which solves this problem.

Instead of indicating a fixed transaction fee, a
user will offer the maximum fee that he/she could
pay. Transactions get into the Transaction Pool,
from there harvesters take transactions and form
their own blocks and take the commission as much
as they want but not more than the specified maxi-
mum. Here greed already comes in. The more the
harvester took the commission, the less possibility
that its block will be recorded in the blockchain.

This is achieved by such modification of the
Nxt Consensus:

N _ the number of nodes;
numlT; _ the number of transactions in the

block from the node # , 1 = 1., 1V;
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actFee;; _ how much commission node

! took from the transaction 7, ! = L.,
j =1, . ,numTr;

maxFee; _ maximum that node ! can take

from  the  transaction [+ ¢ = L.,V
j =1, . ,numTr;
g: —the greed of thenode I , ¥ = 1,.., Vs
£+ ;:T actFee;;
4; = 1:--“4,1'1-. ;
e+¥%._, ‘maxFee;
A; —parameter of the node ! | ¥ = 1, .., Vs

% = [[L+4(1- 29"
where k=0 gnd0=4<1 .
and finally

T= TI:_;.'S'B' r'-'l.

The i is a special factor, as a function which
depends on harvester greed and a few parameters,
can increase or decrease the possibility to forge a
block.

As a result of simulating with AnyLogic 8.4
software [8], the recommended parameters for the
Proof-of-Greed algorithm are:

_ .’_1| = G.E ;

_ k=32

These parameters were adjusted to protect zero-
fee attack. Thus, a few nodes, which create blocks
for free, cannot get control of the system (Fig. 3). In
this simulation, the first 10 harvesters do not take
fees at all and have effective balances as 250,000 to-
kens; the last 10 harvesters take maximum fees and
have effective balances as 1,000,000 tokens. The
rest 280 nodes have stakes and values of greed
which are distributed linearly.

Number of forged blocks
50

40
i

30

20

10

0 50 100 150 200
Number of node

Fig. 3. The zero fee attack

Source: compiled by the author

As a result, the first 10 nodes (and even the first
50 nodes which takes small fees) do not produce
most of the blocks. Here we assume that earned to-
kens are not added to effective balances. Otherwise,
the influence of the first harvesters will be even
more reduced.

On the other hand, such altruistic nodes can
help to protect against large stake attack of greedy
harvesters. In the Fig. 4, the last 10 harvesters take
maximum fees and have huge effective balances as
10,000,000 tokens for each node. The rest 290 har-
vesters have stakes from 250,000 to 1,000,000 and
their greed is distributed from 0 to 100 % linearly.
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Fig. 4. The large stake attack

Source: compiled by the author

It can be seen that very greedy nodes with huge
stakes cannot impose their rules on the entire sys-
tem. Thus, Proof-of-Greed stimulates the harvesters
to work for a modest fee.

4. Incomes of harvesting blockchain nodes

In the modification Proof-of-Greed of Nxt con-
sensus, harvesters independently make decisions
what proportion of commission fee to take for forg-
ing a block. This may lead to the fact that some
nodes will charge the maximum fee for the creation
of a block in order to quickly payback their initial
stake. But the more a harvester will take, the less
possibility that his/her block will be recorded in the
blockchain. This is achieved by modification of Nxt
consensus. Also, nodes can choose the approach
with the choice of the minimum fee per block, with
the expectation that a greater number of blocks will
provide greater profits than with the above approach.
Thus, the problem is to find a proportion of fee
which the nodes should charge in order to get the
maximum profit and more likely to payback their in-
itial stake [17-18], [19].

In the figure below, the chart shows the earn-
ings of each node (without initial stake), the initial
stake of each node at the level 250,000 and double
the initial stake at the level 500,000. Thus, the
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achievement of a line of 250,000 and a line of
500,000 by the graph means that the nodes have paid
off their initial stake once and twice respectively.

On Fig. 1 the initial values of the effective node
balances (stakes) equal 250,000 tokens. The pay-
ment that the nodes charge for the creation of a
block is distributed linearly from 20 to 100 percent
of the maximum possible by 300 nodes. As a result
of this experiment, the first 100 nodes paid off earli-
er than others.

Revenue of harvesting nodes
600,000

500,000

400,000

300.000

200,000

100,000

0

o $0 100 150 200 250 300

Number of node
@ Revenues of nodes @ Initial effective node balance

@ Double initial node balance

Fig. 5. The case of equal initial balances (stakes)
Source: compiled by the author

In this simulation, the payment proportions that
the nodes charge for the creation of a block is dis-
tributed linearly from 20 to 100 percent of the max-
imum possible by 300 nodes (Fig. 6). The initial
values of the node stakes are distributed linearly
from 1,000,000 to 250,000 by 300 nodes in the same
order.

As a result, it was obtained that with different
initial rates of nodes the optimal amount of commis-
sion is from 30 to 40 percent of the maximum possi-
ble. This approach ensures maximum profit [20, 21],

[22, 23], [24, 25] and the fastest payback in the con-
ditions of the Proof-of-Greed approach.

Revenue of harvesting nodes
2,000,000

1500,000
1.000.000

500,000

]

9 50 iey] 150 200 250 0

Number of node
@ Revenues of nodes @ Initial effective node balance

@ Double initial node balarce
Fig. 6. The case of different balances and

proportions of fees
Source: compiled by the author

CONCLUSIONS

The new modification of the Nxt consensus
solves some problems which exist in the distributed
systems based on blockchain technology [26, 27],
[28, 29], [30]. The best parameters to decrease the
variance of forging block time were obtained. The
Proof-of-Greed approach gives a possibility to set
market-based commission fees for transactions and
provides the protection from some new attacks. Al-
so, the recommendations for harvester’s nodes were
made to achieve the fastest payback period. Despite
the fact that the simulation was carried out only for
the Nxt algorithm, we see prospects of the Proof-of-
Greed using in other similar PoS systems where the
problems of transaction cost optimization arise.
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AHOTANIA

OyHaMeHTaIbHa TpobiieMa y PO3MO/IIICHHX OOYKCIIOBANBHUX CHCTEMaxX MOJArae y TOMY, 00 MPUHHATH OAHE H Te XK
pillIeHHs MO0 AKOro-HeOY/Ab MUTaHHS. [IPOTOKON KOHCEHCYCY ONHUCYE Y3TO/UKCHHS JAHUX, HEOOXIIHHX IMiJ 9ac TaKOro Iporecy.
Pobora npucssiueHa po3poOiLli alIropuTMy KOHCEHCYCY, 3aCHOBAHOTO Ha MPOTOKoJi NXt, skuil Moxxe OyTH peanizoBaHMi y cucteMax
6nokueiin 3 PoS (Proof-of-Stake). Koncencycu tumy PoS, 3acHoBaHi Ha GanaHcax By3JiB, Ta Ha Biaminy Bia meroniB PoW (Proof-of-
Work), € GinbI €KOJOriYHO YUCTUMU Ta €HeproeGeKTHBHUMU. Y Halll 4ac Taki THUIH KOHCEHCYCIB CTAlOTh BCE OUIBII MOMYJISIPHI.
[TpoTe BOHM 3aMILAIOTHCS MEHII PETENbHO BUBUYCHUMH, HiXk POW. Bbinbiie Toro, icHyroTh I€sKi aTaku Ta 3arposu, sKi HE MOXYTh
OyTH TIOBHICTIO BHpILICHI 3a JOMOMOrol KoHceHcycy PoS, i 30kpema, Nxt koHceHCycoM. Y [aHiil CTaTTi MH HpPOINOHYEMO
Mozaudikauito nporokory Nxt, sikuid Bupimrye nesiki npobiemu 3 PoS BigmoBigHo mo cydacHux BuMor. J{iust BHOOpY HaMKparimx
napameTpiB KoHceHcycy NXxt, siki 3MEHIIYIOTh JHCIEpPCiio Yacy OJIoKiB, OyJ0 BUKOPHUCTaHO acuMeTpuuHHui meron. Lle migBuimmio
MPOJAYKTHBHICTh Ta HaAiNHICTh yciei OJNIOKYEHH CHCTEMH, YCyBalO4M 3arpo3y 300iB y poOOTi BHACIIIOK INEpErnoOBHEHHS Y1y
TpaH3akuii. [y nocnimkeHHs npoTokony Nxt KOHceHCycy Oyna po3poOieHa MaTeMaTHyHa iMiTaliiiHa MOJenb 3 BUKOPHCTAHHIM
nporpamHoro 3adesneuensst Anylogic 8.4. Peanizaiiisi eKOHOMIYHHX BaXkelliB (TOKEHOMiKa), SIKy MM Ha3uBaeMo miaxonoM Proof-of-
Greed, 103BOJIsIE€ TIONIEPEANTH ASsKI BUIM aTakK, HAPHKIAJ, aTaky BY3JiB 3 BEJIUKMM OalaHCOM Ta BCTAHOBJICHHIO CIIPaBEIJIMBOI,
PUHKOBO OOIPYHTOBaHOI IIATH 33 TPAH3aKI[l0. 3aCTOCYBaHHS €KOHOMIUHHMX MEXaHI3MIB 3aXHCTY PO3MOIIICHUX CHCTEM I03BOJISIE
3ano0irTu psimy aTak, CTiIHKUX O KPUIITOrpagivHMX METOIB. AJe IPU IIbOMY TOKEH OMiKa CHCTEMH IIOBUHHA CTPOIO Y3TrOKYBAaTUCS
3 MpoTOKONaMH (YHKIIOHYBaHHS BCiX OO'€KTIB CHCTEMH, OO'€HYIOUM IX B €IMHY IHTErpoBaHy eKochcTemy. Takox Oyio
JOCITiIDKEHO TepMiH PeHTA0eIBHOCTI BY3IIiB, 110 CTBOPIOIOTH O10KH y mpotokoini Proof-of-Greed. Tlapamerpu Takoro miaxomy st
CTiHiKOro (P)YHKIIOHYBaHHS Mepexi Oynu OTpUMaHi 3a pe3ylbTaTaMd MaTeMaTUYHOTO MOJEJIOBaHHS 3 MPOrPaMHUM 3a0e3MeueHHIM
Anylogic 8.4. Meron Proof-of-Greed moxe Oyru peanizoBaHo He Tijnbkd y NXt KOHCEHCYCI, a W y AESKHX IHIIMX OJOKYEHH
cHcTeMax, 110 3aCHOBaHi Ha KOHCceHcycax Tuiy PoS.
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AHHOTADUA

®dyHaaMeHTanbHas MpobiieMa B PacIpeAeIEHHBIX BBIYHCIUTENBHBIX CHCTEMaX 3aKJII0YAETCS B TOM, YTOOBI IPUHATH OJHO U TO
e peIIeHHe 0 MOBOAY KaKOro-HHOyab Bompoca. IIpoTokonm KOHCEHcyca ONMCHIBAET COTJIACOBAHME JIAHHBIX, HEOOXOIMMBIX BO
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BpeMst Takoro nponecca. Pabora mocssimieHa pa3paboTke aaropuTMa KOHCEHCYCa, OCHOBAHHOTO Ha MPOTOKoie NXt, KOTOPBIA MOXKET
OyTh, peanu3oBaH B cucreMax OinokyeitH ¢ PoS (Proof-of-Stake). KoHcencycsl tuma PoS, ocHOBaHbI Ha 0anaHCax y3jioB, HO B
ommund o1 MeronoB PoW (Proof-of-Work), siBisiercst Gosiee SKONIOrMYECKH YHCTHIMU M 3HEprodGekTuBHbIMH. B Hare Bpems
Takue THIBI KOHCEHCYCOB CTAalOT BcE Oosee momysspHeIMH. OJHAKO, OHM OCTAlOTCS MEHee TIIATEIbHO H3YydeHHBIMH, 4eM PoW.
Bonee Toro, cymecTBylOT HEKOTOpPBIE aTaKHU M YrPO3bI, KOTOPBIE HE MOTYT OBITH MONHOCTBHIO Pa3pelIeHb! ¢ IOMOIIBI0 KOHCEHCYca
PoS, n B gactHOCTH, NXt KOHCEHCYycOM. B maHHOH cTaThe MBI IpeiuiaraeM MoOAM(HKANWIO IpoTokona NXt, KOTOpBIH paspemaer
HEKOTOpBIe MpoOIeMsl ¢ POS B cOOTBETCTBHH C COBpEeMEHHBIMH TpeOOBaHMAMH. [T BHIOOpa HaMIYdIINX MapaMeTpOB KOHCEHCYyca
Nxt, KOTOpble YMEHBINAIOT MAWCIIEPCHI0 BPEMEHH OJIOKOB, OBII HCIIONB30BaH ACHMMETPHYHBIH MeTo[. OTO IOBBICHIO
MIPON3BOANTEIHHOCTE M HAaJIS)KHOCTD BCeH OJIOKUEHH CHCTEMBI, YCTpaHssI yrpo3y cOoeB B paboTe BCIEICTBHE NEPENONHEHNs Iyia
TpaH3akuuit. s ¥MccinenoBaHUS TpOoTOKona NXt KOHCeHcyca Obula pa3paboTaHa MaTeMaTH4ecKas HWMHTAlHOHHAs MOJIENb C
HCIIOB30BaHIEM IporpaMMHOro odecredenus Anylogic 8.4. Peanmzarms S5KOHOMHUYECKMX PBHIYaroB (TOKEHOMHKA), KOTOPYIO MBI
Has3biBaeM mnonaxonoM Proof-of-Greed, mo3BossieT NpemoTBpaTHTh HEKOTOPbIC BHIBI aTak, HAlPHMEp, araKy y3JOB ¢ OOIbLINM
0alaHCOM ¥ YCTAQHOBJICHHIO CIpaBEIJIMBOH, PHIHOYHO OOOCHOBAHHOW IUIATHI 3a TpaH3aknuio. lIpruMeHeHHne SKOHOMHYECKHX
MEXaHHU3MOB 3alUTHl PACIIPEIEIEHHBIX CHCTEM MO3BOJISET MPEIOTBPATHTH PSJL aTaK, YCTOHYMBEIX K KPHITOTPaQHIECKHM METOIAM.
Ho mpm sTOM TOKEHOMHKa CHCTEMBI JOJDKHA CTPOI'O COTJIACOBBIBATHCS C IPOTOKONAMH (DYHKIIMOHHPOBAHHS BCEX OOBEKTOB
CHCTEMBI, OOBEIMHSSI MX B €AMHYI0 HHTETPUPOBAHHYIO 3KOCHUCTeMY. Takxke ObUT MCCIIeIoBaH CPOK PEHTA0EIEHOCTH Y3II0B, KOTOpBIE
co3naror O70ku B mporokone Proof-of-Greed. ITapameTpbl Takoro moaxona is YCTOHYMBOTO (DYHKIIMOHHPOBAHHS CETH ObLIH
MOYYIEHBI TI0 pe3yJbTaTaM MaTeMaTHYeCcKOro MMUTAIIMOHHOTO MOJICJIMPOBAHMS B IpOrpaMMHOM obecrieueHnu Anylogic 8.4. Merox
Proof-of-Greed mMoxer ObITh peanu3oBaH HE TOJIBKO B NXt KOHCEHCYCE, HO TaK)K€ W B HEKOTOPBIX APYruX OJIOKYCHH CHCTEeMax,
OCHOBaHHBIX Ha KOHceHcycax Tuna PoS.
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